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PROCEEDI NGS

MR. MEDI NE: Good norning and wel cone to the third
day of the FTC s privacy week and the | ast session on
consuners' online privacy. This afternoon we wll turn to
the very inportant topic of children's online privacy.
want to nmention that this norning's session on unsolicited
comercial E-mail is being cybercast on Denocracy. Net and
i steners on Denobcracy. Net who wi sh to submit comments for
the public record may do so at www. denocracy. net, so we have
an interactive session going on as we speak.

Again, this norning we're going to be focusing on the
subj ect of unsolicited comercial E-mail and we're going to
do that in three panels. The first wll focus on who and
what the practice is all about, how it takes place. The
second panel w Il discuss what are the econom c benefits and
costs of the practice. And the third will discuss what
controls, if any, are appropriate in addressing the
practi ce.

Jason Catlett who is the CEO and founder of
Junkbusters who was with us has agreed to conme back again and
give us a bit of education about unsolicited E-mail, so Il

turn it over to him

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025
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MR. CATLETT: Thank you, David. [|'mhonored that the
Comm ssion staff has asked Junkbusters to present sone
exanpl es of spamand to say a little bit about how spam
factories work.

Junk E-mail probably causes nore anger than any ot her
issue on the Internet; however, | think it's worth trying to
at least start wth a dispassionate and rati onal exam nation
of what spamis. W should even allow ourselves a little
good hunor whil e discussing this serious and inportant topic,

because even spam can have its funny side in snmall

quantities. In bulk, of course, it can cause substanti al
injury.

First, I would |ike to ask how many peopl e here have
received at | east one piece of junk E-mail in their lives?

How many have received at |east 10? At least 100? It's
still a substantial nunber. At |least 1,000? Still a few
hands. Anyone nore than 10,000 pieces of junk mail? One.
Anyone nore than 100, 000 pieces of mail? Well, we have
sonething to be grateful for

Peopl e who never received junk E-mail before are
often kind of disappointed by their first piece. They've
heard all these terrible things about junk E-mail and when
they actually see sone, it strikes themas pathetic and
mundane. It's kind of |ike reading about Mbses and the

pl ague of |ocusts in the book of Exodus and then seeing a
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singl e dead grasshopper. Well, there's a big difference
bet ween one insect and a swarmof mllions descending on your
backyar d.

Now Junkbusters has a sizable collection of junk
E-mail inits forensic lab, but | was reluctant to present
real exanples before the Conm ssion because we don't like to
single out any individual for doing what's becone a common
practice. So, what |'ve done here is to put together a
conposite of parts taken from dozens of pieces of real spam
rather |ike than an Identikit portrait or an idealized
bot ani cal draw ng.

The result mght |ook to novices |ike a parody, but
really everything that I'lIl show you today is fairly ordinary
and representative of the kind of spamflying around the
Internet as we speak. Not all junk E-mail |ooks like this,
but nmuch of it does.

Sonet hing you learn after reading a few hundred
pi eces of spamis that they cone in different types. The
amateur's junk is a very different species fromwhat a spam
factory produces, as different as a grasshopper and a
cicada. The amateur's spamis nuch easier to exterm nate
than the professional's, so |'ve put together sone idealized
speci nens of each. Let's dissect them

For those of you listening on the Wb broadcast

you can find these specinens at URLJunkbusters.com
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spans. htm .

This one briefly says, "Forgive the intrusion, but
|"mconpelled to tell you how to make a | ot of noney." It
goes on with sonme nultilevel marketing schene pitches. The
first characteristic we notice about it is it's a truly awful
sales pitch. It's marginally literate, it's riddled with
spelling errors, it's nade up of patently false clains that
are thrown together in an incoherent presentation that nobody
able to read would seemlikely to fall for

Second, contrary to the end where the spamer tells
us, "You are not on any nailing lists so there's no need to
ask to be deleted,"” the recipient obviously is on a mailing
list because he's received the spam The spamer sinply
hasn't bothered to conme up with an address where requests to
renove can be sent.

The body text of the E-mail already suggests that the
spanmer is a novice, but what confirns this is the header
i nformati on, nost of which isn't displayed by the E-nail
readers unl ess specifically requested.

The From Received and Message | D headers are
consistently indicating here that the spamer is sending
E-mail through the Conpuserve account and is asking for
responses back to the Conpuserve address. These amateurs are
easy to deal wth, sinply send E-mail to the Postnmaster or

soneti mes an account called Abuse at the conpany, in this
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case it's Conpuserve, and they take care of it.

Al nost all nmmjor online service conpani es have strict
policies against spanm ng and they're pretty vigilant in
term nating accounts that violate their terns of service. An
angry recipient could also reply to this spamrer directly and
many do.

The good news is that nost of these snmall-tinme
spammers don't keep it up for long. The bad news is that
they are being born in increasing nunbers, so as nmany nore
people get on to the Internet nore people get the inpression
t hat what spam pronoters euphem stically call bulk commercia
E-mail is a legitimte marketing tool. These small-tine
Spanmers are never going to use any renove list or E-nmail
preference service from anywhere.

The really bad news is that nost spammers that do
survive do so by learning to cover their tracks or they get
software or a spamfactory to do this for them Let's | ook
at a specinen fromone of these electronic mlls.

As a general -- the head of the body first, please,

t hanks. As a general rule you can believe exactly nothing
that you read in spam but sonme of the statenments in this one
are true, such as the claimthat spanmng is a nunbers gane.
Most spammers don't bother to try to renove even
undel i ver abl e addresses fromtheir |ists because the cost to

t hem of sending an additional piece of E-mail is such a

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



10

mnute fraction of a cent that it doesn't justify the
slightest effort.

Anot her practice that's referred to in the slide
com ng up now -- nunber two, thanks, Larry -- is the practice
of what's euphem stically called harvesting E-nail
addresses. It's a euphem sm because harvesting inplies that
t he harvester has planted sone seed and it owns the |and,
which is sinply untrue here. Junkbusters uses the term
scavengi ng instead. Were do they get these addresses? They
get them from Usenet groups, chat roons, user directories and
in certain circunstances a Wb site can determ ne the E-nail
address of a visitor to that site without their know edge,
al though this is possible only in a snmall percentage of
cases.

Anot her true statenment in this spamis the fact that
|SPs try to cut off spammers, and that spamfactories al so
are run fromlnternet connection to Internet connection. In
recent nonths a few major conpani es have announced policies
whi ch are tolerant or favorable towards spamand | hope that
we'll hear fromthem today.

Many spam factories surreptitiously deliver their
spans to unsuspecting sites to deliver for them Q der
versions of the mail delivery software will do this. In the
early days of the Internet this was regarded as a hel pful

feature. Now it's seen as a |l oophole for bandw dth thieves.
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The subject title in the spam "Don't |SPs Just Make
You Mad" doesn't give any strong indication that the nessage
is junk precisely because many people delete itens of E-mail
that are obviously spam before even displaying the full text
of the mail

The body copy of the spam accurately explains what is
going on in these headers. The sender has renoved all real
E-mai| addresses fromthe spam The official-sounding
Aut henti cated Sender and even the address of the person it
was delivered to are fake. This surprises many recipients.
The From and To addresses are the sane nonexi stent address.
The dommain.com with two Ms, doesn't exist.

A recipient that tried to reply to this address in
the normal manner will only get an automated reply called a
bounce from sone i nnocent ISP, usually their own, saying that
the mail could not be delivered. This wastes tinme and effort
by conputers and this cost is not borne by the spamer.

The spammer's instruction for renoval at the bottom
al so goes to a nonexistent address. Sone spamrers choose
addresses that do exist but unrelated to them Qhers
actually maintain their own pseudo-renove addresses but
sinmply use the results as an additional source of addresses
to spam There are sone independently run |ist cleaning
sites that do really seemto work on certain high-volume spam

factories, but nost spammers will always ignore them
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Let's turn to the headers. The headers here contain
a good deal of what's been called spanouflage, disinformation
designed to placate or confuse the irate recipient and to
thwart or weaken their efforts to stop the spamfactory
sending themnore junk. Here at the bottomin caps the
spamer seens to be trying to wap hinself in sone
anti - pornography flag, making hinself appear nore
| egitimate.

Thi s spamer appears to be trying to nove up the food
chain positioning hinself as a carrier of other people's spam
rat her than a producer, thereby evading responsibility for
the injury caused by the spam To ne, the nost offensive
part of this header information is the offer for a product to
filter unsolicited comercial E-mail called the Pro Tech
Shun/ Rack-1t.

Finally, I'd like to draw your attention to a kind of
spamthat doesn't exist yet, and that's unsolicited E-mail
from maj or marketing conpanies. W can only specul ate on
what this mght |ook |ike based on the Direct Marketing
Associ ation's guidelines, which now permt DVA nenbers to
send spam even though none of themI'm aware of are doing
so.

A maj or conpany's spam woul d contai n genui ne
instructions on how to request no further E-mail be sent from

t hat conpany and also for all DVA nenbers via their proposed
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EMPS. The subject headi ng probably would still stress
opportunity, but by the end of the first paragraph there
woul d be a clear indication that the E-mail is a
solicitation.

The body of the text m ght address you by nane | ooked
up fromsonme commercial data base and it mght refer to the
Wb site where your E-mail address was harvested, although
t hey probably woul d not use the word "scavenged." The sales
pitch woul d probably | ook much |ike the direct mail that you
get in your physical mailbox, possibly w thout pictures but
with nore URLs.

The future |I'm sketching m ght sound very simlar to
t he physical present, but there's one very inportant econom c
di fference. For each piece of physical direct mail you get
sonebody paid a dollar. For that dollar the same sender
could afford to send upwards of 10,000 pieces of spam

So | conclude with a note of warning, junk E-mail was
a novelty two years ago, today it's a big problem Two years
fromnow it could easily be nmuch, nuch worse and that's why
we' re here today.

MR. MEDI NE: Thank you very nuch. Now, again, maybe
you could just |eave that |ast part up and a couple of
guestions. One is what is the incentive -- you tal ked about
how t he addresses, the return addresses, are not accurate

i ndi cations of where the E-mail cones from Do you know why
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there's such a great effort done to not put correct
i nformation there?

MR. CATLETT: Perhaps Sanford Wallace would like to
answer that question.

MR. MEDINE: Well, why don't we -- he'll have a
chance to discuss it --

MR. CATLETT: Well, ny viewis that they wish to
avoi d the inconveni ence of people sending requests to renove
the name fromthe list or worse. Spammers do receive a |ot
of abusive mail and they al so seek to avoid that.

MR. MEDINE: |Is that called flam ng?

MR. CATLETT: Yes, that's correct.

MR. MEDINE: |Is there any other indication on this
nmessage or a typical comrercial E-mail nmessage that woul d
actually lead you to the source or is it possible to totally
obfuscate the source of the E-mail ?

MR. CATLETT: Typically the source is obfuscated.
There's usually a post office box address, there may be
sinply an 800 nunber. And people who provide integrated junk
E-mail| services typically advertise thenselves to be
bul | etproof, indicating that it's not possible to retaliate.

MR. MEDINE: So there's nothing inherent about the
way the Internet operates that would require sonething
traceable in the delivery of the nessage?

MR. CATLETT: That would be extrenely difficult to
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do. In sone cases, for exanple, in 1996 a very | arge spam
was sent out soliciting child pornography and the FBI got
hundreds of calls and they went through an enornous effort to
trace the source of the spam and it turned out to be a

hoax. So usually that can be done, but there's not that
econom ¢ or other incentive to do so.

COW SSI ONER VARNEY: | have a question. Could you
put the slide up that is how to renove yourself fromthe
E-mail lists, please. To renove your E-mail address you want
to send an E-mail to this -- is it your experience that the
majority of unsolicited E-mail has inaccurate renova
i nstructions?

MR CATLETT: Yes.

COW SSI ONER VARNEY: Then | guess | have a question
for staff. |Isn't that fraud or deception under our existing
authority?

MR MEDINE: Yes, | think it may well be.

COW SSI ONER VARNEY: Thank you. The sane question,
when you get an unsolicited E-nmail wth a header that the
sender has deliberately or intentionally run it through a
server to lead you to believe that the E-mail is comng from
a known source or a trusted source, how nmuch does t hat
happen?

MR. CATLETT: That is conmon. There are a nunber of

suits, for exanple, currently at Conpuserve where spanmers
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are being charged with this action, and judges have found
this to be trespass.

COW SSI ONER VARNEY: Do you have any evidence as to
why the mailers do that?

MR. CATLETT: Covering their tracks. And also
because they are so often denied access by legitinmte | SPs,
they seek to insert their junk at points where they're not
account abl e.

COW SSI ONER VARNEY: And again to staff, wouldn't we
be able to exam ne that practice under deception and fraud
authority?

MR. MEDINE: Again, | think that's sonething that may
wel |l fall under such a | aw.

COW SSI ONER VARNEY: kay, thank you.

MR. MEDI NE: When the practice apparently is to use
return addresses of E-mail of real entities, not those of the
unsolicited E-mailer, what's the incentive for doing that as
opposed to just making up a return address?

MR. CATLETT: It's very difficult to fathomthe m nd
of a spamrer. Most of those people are not excellent in the
area of marketing or operation.

COW SSI ONER VARNEY: Maybe we shoul d now hear from
t hem

MR MEDINE: W will.

MR. CATLETT: | think you'll get a better quality of
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spammer at this table than you get from.

MR MEDINE: Al right. WlIl, thank you very nuch
for that presentation. W would now like to turn to our
first panel to discuss -- give us really a sense of how
unsolicited E-mail works. And we're fortunate enough to have
fol ks on the panel who know exactly how and can tal k us
t hrough that.

I would Iike to introduce Sanford Wall ace, who is
presi dent of Cyberpronotions. And sort of a basic question,
if you could really wal k us through how unsolicited E-nail
works as a practical matter.

MR WALLACE: Sure.

MR. MEDINE: And by the way, just for term nol ogy
sake, are you confortable with the term"spant or do you
prefer "unsolicited E-mail"?

MR, WALLACE: Wiatever you want to say, it's al
right with ne.

MR. MEDINE: WIIl you wal k us through what the
technol ogy -- how are you able to send |large quantities of
nmessages, how are you able to get the addresses and so forth.

MR. WALLACE: Well, to address your question about
how we were able to send E-mail, we, |like every other service
provider on the Internet, have invested hundreds of thousands
of dollars in equi pnment which gives us high-speed access to

the Internet frommultiple backbones and the equi pnent
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necessary to send out and receive mllions of pieces of
E-mail. W have spent years of research and investnent to
make this technol ogy avail able to us.

The actual act of sending E-nmail or unsolicited
comercial E-mail is no different than sendi ng any ot her type
of E-mail. We're essentially using the protocols that were
defined years ago by the founders of the Internet and we're
just using it in a commercial form

" msorry, what was your second question?

MR. MEDINE: Well, just going along those lines,
mean, when | send an E-mail, | conpose it and | hit the send
mail and | get one E-mail. Howis it that you -- what's the
technol ogy that enables you to send a mllion E-mails or
100, 000 E-nmil s?

MR, WALLACE: Well, the technol ogy al ready exists for
anybody with an Internet connection to send out E-mail to
mul tiple recipients. Al you have to do is use a standard
program | i ke Eudora, for instance, which is freeware, which
all ows you to send hundreds and hundreds of different E-mails
si mul t aneously because that's the way the protocol is
desi gned.

As Cyberpronotions we've invested in high speed
equi pnent and we've witten customscripts and prograns to
allowus to send E-mail to a | arge nunber of recipients at

the sane tinme, a lot of that is proprietary information
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COW SSI ONER VARNEY: David, can | ask you a couple
of questions, and if | get too close to the proprietary
i nformati on, please say so.

Your conpany, as | understand it, you have clients
that want to reach a | arge nunber of people on the Internet

to sell their product or introduce their products, so they'll

cone to you and they'll say, Now I've got this w dget and
everybody who is -- got the follow ng characteristics, can
you do targeting to a large group or do you just do -- tel

me a little bit about that side of it.

How do you deci de who gets thenf

MR. WALLACE: Okay. Well, we really don't decide who
gets them al nost ever. W're not primarily in the business
at this point of sending unsolicited E-mail ourselves, but
what we do is we give them software to harvest E-nai
addresses fromdifferent targeted sources.

So, for instance, if sonebody wanted to send to
peopl e who were interested in fishing, we then go | ook into
public data bases of people who have filled out forns or
filled out -- filled out a profile that says that they're
interested in fishing and we sell themthe software, we sel
the marketers the software to target that particular market.

W al so sell --

COW SSI ONER VARNEY: Do you sell the software to do

the harvesting? Let ne tell you another exanple, because |
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don't fish, but I do drive. So, lately we've been | ooking,
as sonebody was sayi ng yesterday, we've been on admns a | ot

| ooking at different information on cars. And now we're
starting to get a lot of unsolicited E-nmails about cars, sone
of which are frankly very interesting. They've got all Kkinds
of different ways to buy cars.

Does your conpany create and sell the software to do
the harvesting as well as create and sell the software to do
the mailing? Do you do both?

MR, WALLACE: Yes, we certainly do. The software
al l ows people to harvest targeted E-mail addresses and we
al so sell all the software products that send nail, also have
remove features built intoit as well. So we haven't just
taken the approach of send out all the mail you want for any
reason, we have attenpted to authenticate the practice as
wel | .

COW SSI ONER VARNEY: (Okay. And, David, cut nme off
if 1'"'mgetting too | ong here.

So there's really -- there's kind of two threads here
that | want to work with for a mnute. One is the idea of
the software that does the harvesting and you tal ked about
that for a mnute, and | think that sort of ties into what we
talked a little bit about yesterday, | don't know that you
were here yesterday, where we were tal king about cookies and

about how peopl e, marketers, can harvest data.
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Is that kind of an el enent or part of how your
harvesting works, that software can go out and can pick up
cooki es and then conpile E-mail |ists?

MR. WALLACE: | think that's a very inportant
guestion and | think that's one of our very inportant points
that | canme here to talk about. All the software that we
sell that harvests E-mail addresses specifically harvests
addresses from public data bases. It doesn't sneak around
behi nd t he scenes.

For instance, just because you visit a Wb page
doesn't nean that sonmeone is going to harvest your E-nmail
address. It was nentioned earlier that that was a
possibility. There was a bug in a Netscape version, 2.0 |
believe, and they fixed it imediately, so that practice is
really not utilized.

COW SSI ONER VARNEY: What are public data bases?

MR. WALLACE: In other words, people who fill out a
profile -- and Anerica Online used to be one of the places
that we harvested E-nmil addresses from People who
advertise in classified ads on the Internet, people who
participate in a worldw de forum call ed Usenet Newsgroups,
for people who post their E-mail addresses on their Wb page
for anybody in the Internet to see publicly, these are the
areas that we focus on harvesting addresses. So, we don't

believe that there is any type of a privacy infringenment
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because people put their addresses there in the first place
to a worl dwi de audi ence.

COW SSI ONER VARNEY: So then what you're saying is
if | goto a Wb site |ike admn and for whatever reason
register there and it's free but I do want to ook at -- for
t hose who don't know, that's a site that talks a | ot about

used cars and the val ues of cars and how you determne it and

where you get deals on it and stuff -- but you have to
register toget in, sol goin, |I've been there three or four
tinmes.

Now, is that in your view a "public data base" that
you can harvest fronf

MR. WALLACE: Well, actually, we don't really get
involved in any of that type of practice. Wat you're
mentioning right there is really -- when you sign your E-nmail
address into a Wb site as an interested prospect, | think in
every formof marketing you' re going to see that you're going
to start getting mail of some sort because you already
started showing an interest in that subject matter.

Wat we do is we just have prograns that | ook into
public areas. It doesn't work off of fornms |ike you
mentioned there. It |ooks for people who have an E-nmail
address posted on a Wb page for everybody to see.

COW SSI ONER VARNEY:  Ckay.

MR. MEDINE: |If you register with a Web site, that is
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not avail able to anybody but the Wb site; is that right?

MR. WALLACE: Unless the Wb site decides to
distribute that E-mail address, but that's a practice that
we're not involved in.

COW SSI ONER VARNEY: (Gkay. So, on one side you've
got software that does the harvesting, and as | understand
your position is you harvest fromwhat you' re calling public
data bases, we may di sagree as to whether or not they're
public, but they are data bases where peopl e have gone that
are widely visited, available to anyone, and they have put
information there that your software can then go grab,
right? 1|s that accurate?

MR. WALLACE: Yes, that's correct.

COW SSI ONER VARNEY: Then what happens i s now you
sell sonebody the software, and presumably taught them how to
use it effectively, and if it's sonebody who wants cars or
fishing or whatever there are public spaces, usenet groups
that discuss that topic, so it goes and it grabs those
addr esses.

Now what happens? Now |'ve got ny mllion nanes or
my half mllion nanes. Now what happens?

MR. WALLACE: Well, you then have access to those
names and you can al so purchase software which will allow you
to send your nessage to all of those people virtually

simul taneously, and if you use the software properly you wl|l
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al so give people a legitinate option to be renoved from any
further mailings, kind of simlar to the way the direct
postal mail worKks.

And if you -- we also offer a service that gives
peopl e the ability to use our service provider, neaning us,
our pronotions, to receive their renoval requests and al
their responses and they won't | ose their account, so that
t hey have no reason to forge E-nail addresses or to relay
mai |l off of third parties because they are now given the
opportunity to do it the legitimate, right way.

COW SSI ONER VARNEY: So, does your conpany actually
send mass nmail or you nerely sell the software that all ows
i ndi vi dual conmpanies to do it or do you do both dependi ng on
the relationship with the client?

MR, WALLACE: Well, our original business nodel was
to send out our own mail on behalf of our clients and on
behal f of ourselves. W still use that practice and that's
actually not very controversial, we get very few conplaints
on that particular practice. But we do offer primarily right
now t he opportunity for other people to get E-mail addresses,
sell -- I"msorry -- get E-mail nessages, send nessages,
relay mail off of our servers --

COW SSI ONER VARNEY: Ri ght.

MR. WALLACE: -- essentially give them everything

that they need to do it thensel ves.
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COW SSI ONER VARNEY: Ckay. And when --

MR. MEDI NE: For those consuners who choose to renove
t hensel ves froma particular list, do you maintain a centra
repository for consunmers who don't want to receive
unsolicited E-mail, or is that basically a list-by-1list
basi s, which neans that they go out then and harvest another
100, 000 names which may even include the consunmer who will
sign up for another site, the renoval doesn't end up getting
themoff of a mailing list?

MR, WALLACE: Well, as far as Cyberpronotions' own
mail list, we maintain one renove list and we utilize that
for our owmn mailings. Now, one of the problens that we have
dealt with recently is exactly what you nentioned, and that
is since there are different mailers using different mailing
lists, there were people who would get renoved fromone |ist
and then continue to get mail from another thinking that
their renove request was ignored.

And | think that's one of the reasons why it was very
important for us to get involved with formng the
associ ation, of which the president is here, Internet E-mai
Mar keting Council, to inplenment the first true gl obal
filtration systemthat will not only apply to us and our
custoners, but to 90 percent of the E-mail that's out there
currently.

COW SSI ONER VARNEY: Well, then do you have -- so
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you guys have good business practices. |f sonebody doesn't
want to get any nore mail fromyou, they can send the renove
button back to you, they're off your list and they're off any
lists that you adm ni ster?

MR. WALLACE: Yeah. W're pretty confident about
that. There's always technical glitches that we have had to
deal with over the years, but we have gotten that practice
down pretty accurately at this point, and now our goal is to
have a global filtration systemas accurate as what we use
currently.

COW SSI ONER VARNEY: Wien you sell your software to
individuals to do their -- or to conpanies to do their only
mass mailing, do you have any restrictions, covenants,
contractual agreenents that you woul d encourage or require
themto also do this kind of mailing under what m ght be
cal |l ed best practices that woul d be cl ear header
identification of who the mail is comng from clear
instructions on how to renove yourself fromthe |ist, that
kind of stuff?

MR. WALLACE: Yes. W' ve continued to devel op
policies for our custonmers and we al so encourage themto use
our own relay service which does not identify their service
provi der but instead identifies us as the contact point for
removal requestions, for responses and for any other

conpl ai nt s.
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So, we are trying to -- as a matter of fact, we just
i npl emented a new policy which will now all ow people to relay
mai |l off of third parties, so we are continuing to devel op
that, and along with the associations that we're getting
involved in we're pretty confident that that practice is
going to becone -- the bad practices are going to start
sl ow ng down and hopefully nore legitimte practices wll
start being utilized.

COMW SSI ONER VARNEY: One final question. The idea
that in terrestrial space what you're doing is really no
different than the third-class mailing that goes on today, |
just wondered if it isn't arguably different because for sone
people there is a cost to receiving E-mail and there is no
cost to receiving third-class nmail, and | wondered what you
t hought about that.

MR. WALLACE: Well, the truth of the matter is that
there really is a cost to receiving al nbst every type of
advertising that you see today. For instance, people do have
to pay to dispose of their garbage, people do have to pay for
the electricity that's used when their television set is on.
Now, these are very small costs, granted, but also the costs
of receiving E-mail is also extrenely small as well. It's
just that it's being -- we believe that that argunent is
bei ng overstated and the senders of E-mail all play by the

sane rules, unsolicited or solicited.
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COW SSI ONER VARNEY: Wiy is the cost of receiving
unsolicited E-mail nore |like the cost associated with
di sposing of a third-class piece of mail or the electricity
torun the TV? Wiy is it nore like that than |ike the cost
of receiving an unsolicited fax?

MR. WALLACE: There's a very big difference because
nost people who -- actually everybody who has a fax machi ne
has the machine generally set to print out with their ink on
a piece of paper, their resources 100 percent. Wth E-nail
nmost of the popular online services |ike Anerica Online give
people unlimted Internet access at no extra cost, so they
coul d receive a thousand pieces of E-nail and it won't cost
t hem an extra penny.

So, the difference is that fax is a guaranteed cost
to the recipient. E-mail, the cost to the recipient is
starting to becone nonexistent.

COW SSI ONER VARNEY: And what about the cost to the
service providers, the |ISPs, the systens that are delivering
| arge volunmes of mail ?

MR. WALLACE: Well, | think the best way to answer
that question is that every single ISP on the Internet pays
to receive E-mail. That's just the way the Internet works.
For instance, America Online sends out over a mllion pieces
of E-mail a day on behalf of their nmenbers to different

service providers. Yet, they don't pay anybody to handle
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that incomng E-mail. Wat they do is they pay for their own
connecti on.

And that's the sane way that it works for spamrers or
for coomercial E-mailers. W all pay for our own connection,
and that gives us the inplied right to send out E-nuil
t hrough the Internet, because that's exactly what that
connection was intended for.

MR. MEDINE: W're going to focus on the cost
benefits in the next panel. Just to fill out the record
on -- one question is, are you aware of any efforts by any
conpani es to harvest children's nanes?

MR. WALLACE: Actually, I amnot to this day, and
obviously being in the forefront of this industry, | to this
day have not seen one advertisenent which was targeted
towards children

MR MEDINE: | want to open it up to sone of the
ot her nmenbers of the panel who have sone expertise in this
area. Walt Rines, who's the president of the Internet Muil
Mar keting Council, and Al Muyal who's the president of the
| nternet Marketing Associ ation.

Do you have anything to add to the picture we're
getting now of how unsolicited E-mail operates, either of
you?

MR. RINES: Well, Sanford touched upon a | ot of good

points. | think there are admttedly a |ot of areas that we
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need to address and cover with unsolicited E-mail. And the
focus of the Internet E-mail Marketing Council is in
pronoting the ethical use of comercial E-mail to address
really all of these issues as they apply to every group
i nvol ved, the ISPs, the end recipients and the marketers.
And so our initiative is really to try to address all of
those things. | guess you' d say we'll be tal king about the
cost situation and whatnot in |ater panels.

MR. MEDI NE: Who are the nenbers of your
organi zati on?

MR. RINES: CQur founding nmenbers are the five | argest
senders of unsolicited comercial E-mail on the Internet
t oday, and we represent about 90 percent of the actual spam
being sent on the Internet today. | do have lists of the
menber conpani es; for exanple, Sanford Wallace with
Cyberpronotions is a foundi ng nenber, as is another conpany |
run, Quantum Conmuni cati ons.

MR MEDI NE: Ms. Varney.

COW SSI ONER VARNEY: And how ol d is your
associ ation? Wen was it fornmed?

MR RINES: We were fornmed in April of this year.

COW SSI ONER VARNEY: |s there any intention or
t hought to putting together sone sort of best practices
policies or guidelines for sending unsolicited E-mail ?

MR. RINES: Yes. W actually have a Wb site. The
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URL is ww.iemmt.org, and we do have a code of ethics and a
group of guidelines which we intend to very actively utilize.

COW SSI ONER VARNEY: Do we have a copy of those,

Davi d?

MR. MEDINE: Yes. Al Muyal, would you tell us about
your organi zati on and when you were forned and who your
menbers are.

MR. MOUYAL: Ckay. Well, just for the record I
started in the E-mail marketing business back in Septenber of
1996. Before | really launched the business | listened to a
| ot of people that objected to receiving these nessages and |
solicited these people to call nme on an 800 nunber that |
sent out over a course of two nonths. And the purpose for
that was to understand the concerns of these people that did
not appreciate receiving these nessages, and they have a
right to say that.

However, by talking to all these people | was able to
create a series of guidelines that is on our Wb site,
edmar keting.com that was reviewed by a series of attorneys
and reviewed by a series of attorneys who understand the
privacy issues and all the other issues that are invol ved
wi th adverti sing.

Al'l of the practices that people have been saying
that are unethical we do not support, we do not do. Every

one of our nessages is presented as a commerci al nessage in
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the subject field. Every one of our nessages has an 800
nunber if people prefer to call to be renoved. Qur
associ ation --

MR. MEDINE: Just along those |ines, do you have a
policy of putting accurate information as to who's sending it
and al so how to respond to it?

MR. MOUYAL: Absolutely. As a matter of fact, when
you ask to be renoved from any one of our targeted data bases
you will receive a confirmation saying that you' ve been
renmoved fromthe data base. And if anybody can prove to ne
that they've received a nessage again fromus, they've got
sonething to stick in ny face. And | nean obviously we want
totry to nake it as convenient for people as possible.

COW SSI ONER VARNEY: Well, if your nessages are
clearly | abel ed as commerci al nessages, what woul d you think
about technol ogi cal devel opnents that allowed a software, a
consuner could purchase software that woul d bl ock any
unsolicited comercial nmessages?

MR. MOUYAL: 150 percent supportive of that.
believe that just |like the advertiser has a right to
advertise, a recipient has a right not to be a victimof the
adverti si ng.

COW SSI ONER VARNEY: Do you think there would be any
interest on the part of your industry in working for creating

technol ogi cal tools and standards in your industry that would
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require mailers to clearly label their mail so that a
software could work off of it and bl ock?

MR. MOUYAL: | think it's a great idea, | really do.
The other thing is when soneone receives a nessage, when
soneone receives a nessage in their box, a comerci al
message, and it's identified as a comrercial nessage in the
subject line and they clearly can see how to renove
t hensel ves and they clearly can see that when they do renove
t hensel ves they know that they' ve been renoved by getting a
confirmation, | think that's pretty responsible, and those
are the approaches that | would like to see the industry
take. And that's why we felt a real need to create an
associ ation that can pronote these types of practices.

COW SSI ONER VARNEY: Let nme go back to ny car thing
for a mnute. Right now ny husband is |ooking for a car and
we woul d happily opt into a car offer mailing list right now,
particularly if we could then get off of it easily and it
wasn't going to be sold when we bought a car. |Is there
anybody that does that? |Is there any such thing as opt-in
mailing lists where consuners can cone to you and say | am
interested in hearing about these things?

MR. MOUYAL: Sure. As a matter of fact, ny belief is
if anybody has a Wb site with commercial content that is
provi di ng products or services or good viable information, if

they' re not asking people to opt into a list to provide them
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with additional information, | think they're m ssing the boat
big tine.

MR. MEDINE: Since we're going to address that with
t he next panel, we only have two additional nenbers before
t he next panel. Wy don't we invite themup, Bob Wentzen
and Colleen Kehoe. | think as we're really noving in --
wi t hout taking a break, but we're noving into them-- this is
a good chance to nove into the whole area of costs and

benefits of the practice.
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PANEL VI: UNSOLI Cl TED COWERCI AL E- MAI L: | MPACT
"Econom c inperatives driving unsolicited e-nmail
costs and benefits for consunmers and industry, inplications
for consuner privacy, and consuner and |SP views."
Jason Catlett, Chief Executive Oficer, Junkbusters
Cor p.
Raynond B. Everett
Coll een M Kehoe, G aduate Student, G aphics,
Vi sualization and Usability Center, Georgia Institute of
Technol ogy
Jill A Lesser, Deputy Director, Law and Public
Policy, Anerica Online, Inc.
Si nrona Nass, Pani x/ Public Access Networks Corp.
George F. Neneyer, Tigerden Internet Services,
| nternet Service Providers Consortium
Shabbir J. Safdar, Founder, Voters Tel ecommuni cati ons
Wat ch
Sanford Wal |l ace, President, Cyber Pronotions, Inc.
H Robert Wentzen, President and Chief Executive
Oficer, The Direct Marketing Association
k%
W' ve heard now from sone of the conpanies that
engage in the practice. It mght be useful to turn nowto an
I nternet service provider online conpany to give their

perspective on it.
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And | would like to introduce Jill Lesser, who's the
deputy director of |aw and public policy and seni or counsel
of Anerica Online. Before she gets into this subject, a
nunmber of issues were raised yesterday about Anerica Online.
| think it's only fair that she have a chance on the record
to respond.

So you' ve asked for this, if you want to take just a
mnute or two to respond and then maybe get into the whole
question of how unsolicited coomercial E-mail affects Anerica
Onl i ne.

M5. LESSER: Sure. Thanks a lot, David, and |
appreci ate the opportunity to coment on the statenents that
were made in the record yesterday. Let nme first say | am
responding to the comments that were nmade during a panel
yesterday afternoon by Evan Hendricks, and they were both
reflective of an article that he recently wote as well as
sone additional comments that he nmade yesterday.

| think it's inportant to first say that in order for
industry self-regulation in the area of information
col l ection, use and disclosure to work it is necessary for
conpani es, AOL and ot her conpanies, to be responsive to
concerns expressed by consuners and the nedia. So | think
that the practices that Evan and ot her people have engaged in
i n exam ning our practices and whether they are appropriate,

whet her we're appropriately comunicating and, in fact, what
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they are is an inportant practice and it is not one that we
have any problemw th and, in fact, we would be happy to
answer the question.

I think there are a couple of inaccuracies that
Evan's statenents indicate yesterday. And the first is that
we feel very strongly at Anerica Online that we've taken a
ot of initiative to nake our policies, both privacy
policies, marketing preferences, and the way we relate to our
menbers known to our nenbers. W nake those preferences and
mar keti ng practices known in the registration process.

Every single tine you sign on to AOL there's a button
called My AOL which gives you the opportunity to set up al
of your preferences, whether they're marketing preferences or
ot her preferences about the way you engage in behavior on our
system and finally it is in our terns of service.

Now, our termnms of service, while it does not come up
on the screen every single tine you sign on, it is an
absolutely well-known area in America Online, and we know
that for a nunber of reasons. W know that first of al
because nenbers, hundreds if not thousands of nenbers on a
daily basis enforce our terns of service against each ot her
They say, you know, Hey, we think that sonebody has viol ated
AOL's terns of service in conmunications with ne, so can you
pl ease kick themoff, take the posting down, tell themthat

t hey' ve done sonething wong, so we do know that our nenbers
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are well acquainted with our terns of service.

And we do also know | think fromthe presentation
that Al an Westin gave yesterday in addition to sone other
informati on that people are concerned about their privacy.

So we do assune that when they go into the terns of service,
if they' re concerned about their privacy and our information
practices, that they've | ooked at those services. So | think
that it's inaccurate to say that our nenbers are, A, unaware
or, B, have no opportunity to find out about our practices.

The second i naccuracy was a statenent nmade that we
have lists of children. W wll get into that discussion
|ater this afternoon about AOL's practices with respect to
children. | think it is critical to say firnmy and
absolutely that we have no lists of children. Nunber one, we
only have adult account hol ders, we do not know who's a child
on our system we do not ask who's a child, and we have no
lists.

Evan brought up the issue of overlay data. W
di scl ose to our nenbers that we make our mailing lists
available. It is standard industry practice to conbine that
kind of information with publicly avail abl e denographic
i nformati on, and so you can get information about whether a
particul ar household has a kid -- has a child within an age
range.

In addition, you get information about range of
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inconme |levels, a variety of different pieces of information.
We are | ooking, because we think again the trust relationship
with our nmenbers is crucial, whether or not we should be nore
specific in our privacy policy, and we've indicated that we
wi || make anot her subm ssion to the record if we think -- and
again this is an exam nati on process, we have not fully --
you know, that we -- it's incunbent upon us because this is a
new i ndustry, and it's built on trust, to say it's standard

i ndustry practice in the marketing area to use overlay data
when you sell your lists, but here's what you need to know
about the way recipients of this information will see the

i nformati on.

And finally there was an area that Evan identified
which identified a |ist of nmenbers who had purchased during
t he course of whenever they've been on AOL fromthe ACL
store, and there's no information about what was purchased,
how nmuch was spent, nothing that indicated transaction or
navi gati onal data, but we did think that that was on the
l[ine. The list was offered for about six weeks, it was
pulled, it was pulled as a result of the article.

We appreciate Evan showing that to us. W don't
think it was a violation of the policy, but we do think that
it mght have violated the spirit of the policy, and that's
not what we're trying to acconplish, so the |ist was pulled,

it was never sold, and that's the best -- that's the best |
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can tell you

COW SSI ONER VARNEY: Do you have an opt-out, Jill?

M5. LESSER  Um hmm

COW SSI ONER VARNEY:  You' ve got eight mllion
menbers. How many have opted out?

M5. LESSER: Well, the nunber is fairly low, and it's
a bad nunber because we have a nunber that's about a half a
mllion over the history of AOL, which neans these are not
current nenbers, and as people know, we have a | ot of
turnover, so it's a bad nunber.

COW SSI ONER VARNEY: There's been sone criticism
that it's very difficult to find both the policy on the sale
of information and the opt-out. Do you --

M5. LESSER: Well, again, | think that it is not
difficult to find at all. First of all, it's in the
regi stration process. Wien you go through the registration
process and you're asked to nmake a set of choices, one of
t hose preferences is marketing preferences, which clearly
i ndicates that we make mailing lists available, and says if
you don't want to have your nane nmade avail abl e, please check
a box.

There -- as | said, every tine you sign on to AQL,
there's -- there are several buttons on your --

COW SSI ONER VARNEY: To activate your AOL account --

M5. LESSER  Um hmm
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COW SSI ONER VARNEY: -- you have to go through a
registration form--

M5. LESSER  Um hmm

COMWM SSI ONER VARNEY: -- and on the registration form
it says, "Mailing |lists are occasionally nmade available to --
so-and-so -- click here if you don't want your nane nade
avail able.”

MS. LESSER. Right.

COW SSI ONER VARNEY: And you can't get your account
started unless you --

M5. LESSER Well, the registration formis probably
alittle bit of a -- of a m sdescription, because it's
several screens that you go through. So, you -- you do not
have to make that choice, but you do see that screen during
the registration process. And then when you pull down My ACL
at any time, which -- which is, you know, ACL for nme. How do
| want ny entire systemto operate, how do I want ny mail to
operate, how do I want marketing to operate, what do |I want
ny preferences to be. As | go around the system it is on
every tinme you sign on.

And thirdly, and -- and, again, it is in our terns of
service and it is in a separate area called Privacy Policy
that's been revanped several tinmes and noved around to be in
as clear as possible area. So, for exanple, we know that

peopl e read our ternms of service -- we had a terns of service
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and a rules of the road. It is nowin the terns of service
rather than the rules of the road because it was an -- it was
an area we knew our nmenbers were well acquainted wth.

MR. MEDI NE: Ckay, thanks. Turning back to the
subj ect --

MS. LESSER  Ckay, sure.

MR. MEDINE: One issue -- one issue that was raised
here earlier is that, at least in the past, it was possible
to harvest --

M5. LESSER: Um hmm - -

MR. MEDINE: -- unsolicited E-mail address lists from
ACL because of the nmenber profiles --

MS. LESSER  Ckay.

VR. MEDI NE: -- but is that still true, did that
occur in the past and is that consistent with your terns of
service?

M5. LESSER. Ckay. Let ne -- let nme answer about
harvesting and then digress for a nonent on econom cs of
spanm ng and then --

MR. MEDINE: We want to turn to that afterwards.

M5. LESSER: Harvesting is absolutely against AQL's
terns of service. Again, it's in our terns of service, it's
agai nst our policy.

Harvesting -- | need to take issue with one thing

that -- that Sanford Wall ace said, and that is that AO's
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systemis not a public data base. It is a proprietary system
and the nenber lists are for ACL nenbers. So, the way to get
access to those lists is if I aman ACL nenber, | can go and
get access to a nenber directory if a person wants to
register. For exanple, I amnot in that nmenber directory and
you cannot find nme anywhere in AOL unl ess you know my screen
nane.

So, it is totally voluntary and there are several
menbers, because the nmediumis about engaging in conversation
and neeting people who do, in fact, put their information in
t hose nenber directories. But they are not to be used for
harvesting E-mail. And, again, when you go in -- when you
purchase a mail order account for 1995 and you use it to
collect E-mail that is, A a violation of our privacy and |
think a violation of a proprietary network, it is not a
publ i c database at all.

If you --

MR. MEDI NE: What steps do you -- do you take if you
find out that that type of practice is occurring?

M5. LESSER: W term nate the account.

COW SSI ONER VARNEY: At that point they already have
the |ist.

M5. LESSER: Correct, correct. Now, you know --
and, again, you know, AOL nenbers do go out onto the Internet

and they do post their nanes on public bulletin boards and
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they do converse, because they-- they E-mail just |ike on any
other Internet service provider. So, what to do. So, we
cannot and we don't tell themwhere to go or what to do. So,
AOL's with probably about 30 percent of the Internet market

in this country, our screen nanmes are everywhere, and so we

get an incredible anobunt of unsolicited E-mail. And | think
that -- that what's really critical is you started to talk
about the economcs of -- of unsolicited E-mail. | think --

MR. MEDINE: | know you're anxious to get to that
subj ect --

MS. LESSER  Sure.

MR. MEDINE: -- but one nore point on this.

MS. LESSER  Sure.

MR. MEDI NE: Have you consi dered seedi ng your --
you' ve heard about this practice of seeding earlier in these
wor kshops, of seeding your nmenbership lists so that if you
get unsolicited E-mail with a seeded nane, you know t hat
soneone has violated your ternms of service.

M5. LESSER: | don't know the answer to that
guestion --

COW SSI ONER VARNEY: But it sounds |ike you already
have ways -- you have ways of finding out who -- who took
your lists.

M5. LESSER Well, | nmean, that's a conplicated

guestion because of the dynamcs of spam |[|If a nessage cones
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tolet's say a mllion ACL nenbers, it is very, very highly
likely that it was collected through harvesting or a | ot of
it was coll ected through harvesting because of our nenber
activities and how nuch hosting goes on and the dynam cs of
spam

However, because there is so nuch dynamsmreally in
spamactivity. | nmean, M. Wallace tal ked about sone of the
better practices, because what we are seeing are several
different kinds of unsolicited nail comng into our system
that are relayed off nunerous different sites, that are
rel ayed off of foreign sites, that use dynam c addresses,
that neans that every three or four nessages or possibly
every one nessage the sender's addresses change, so we do not
know if -- to fool us fromit being a bulk mailing. They
forge Internet domains. So, all of those practices make it
virtually inpossible for us to know who the sender is.

Wien we had a di spute with Cyberpronotions, we could
see where it was comng from we could say, you know, this is
a problem this is what you're doing. You know, we need to
make -- to enter into sonme agreenent about what you're doing
and have certain of those practices stopped, but we had no
ability to do that.

COW SSI ONER VARNEY: Did you ask M. Wallace to
st op?

M5. LESSER: We were engaged in litigation with
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M. Wallace, and we have settled, and litigation and --

COW SSI ONER VARNEY: Can you discuss the terns of
settlenent or no?

M5. LESSER: | would prefer not to discuss the terns
of settlenent, but, you know, it has settled. W have
required -- and -- and M. Wallace and his conpany are
abiding by the terns of that settlenent. | do think that
when you | ook at the dynam cs and the econom cs of
unsolicited E-mail, however, | don't know how anybody can
represent -- for exanple, with respect to the Internet E-nai
Mar keti ng Council that they represent 90 percent of the
spammers -- of the spammers on the Internet because we have
absolutely no idea who's spanm ng.

And when you see a Wb site like this which is
selling software which says, Howto nmail up a mllion
messages per hour, no kidding, fully functioning -- free ten
day, fully functioning software, downl oad here, AOL Stealth
features. It's called the ACL -- it's called the Stealth
Mailer. It costs about $400.00 and it says the foll ow ng:

"Here are just a few features of the Stealth Mss
Mail er. Forge the header, nessage ID, ISPs will spin their
wheel s, add a bogus, authenticated sender to the header, add
a conpl ete bogus received from received by line with
realtime date stanp and recipient to the header; does not

require that a valid property account be entered in order to
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send your nmailings; easy to use, easy to operate.”

There is no cost -- Sanford tal ked about investing
hundreds of dollars -- hundreds of thousands of dollars in an
E-mail system | get a $19.95 account with an | SP, |

downl oad this software and I'min business.

COMW SSI ONER VARNEY: Do you think it works?

MS5. LESSER  Absolutely, because we get -- we get 15
mllion, approximately 15 mllion incom ng nmessages fromthe
Internet to different AOL recipients, anywhere from5 and
closer to usually 30 percent of those nessages are
unsol i cited.

COW SSI ONER VARNEY: | think you should take the
copy that you have there and submt it to the staff with a
petition to investigate for the deceptive practices alleged
in the advertising and the forging --

M5. LESSER And interestingly, George and | were
tal ki ng before, George Neneyer has several other Wb sites
here as an exanple with the sane kinds of software
avai |l able. So, you know, this kind of software, which we do
think -- we started this process in |ooking at spamfrom a
t echnol ogi cal perspective, but what we have found out nore
and nore is that it is really about fraud.

It is not about questioning whether marketing on the
E-mail -- excuse ne, on the Internet is a viable practice or

an appropriate practice. It is really about fraud and about
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a systemwhere there is total anonymty, where there is no
incentive froman econonmic basis with a $19.95 account to do
anything but send four mllion nessages a day. If | get two
responses, then ny product was purchased, |I'min business,
|'ve nmade noney. So, there are no incentives to stop.

MR. LANDESBERG |'ve got a question, you just
mentioned that you received 15 mllion incomng nessages from
the Internet, in what tinme period?

MS. LESSER A day.

COW SSI ONER VARNEY: A day?

M5. LESSER Two -- let ne clarify, to different AQL
reci pients, so those nay be the sane nessage comng in to --
so, it's 15 mllion different AOL recipients.

COW SSI ONER VARNEY: That hit your server a day?

MS. LESSER: Absol utel y.

COW SSI ONER VARNEY: And what percentage of those,
if you know, are unsolicited nmerchant mailers?

M5. LESSER: The nunber varies from between 5 and 30
percent. | knowthat's a big variation, but it depends on
the day of the week, but | will tell you that it hovers
closer to 30 percent, but it varies.

MR. MEDINE: And what's the cost to AOL of having to
process that percentage of unsolicited E-nail s?

M5. LESSER. The cost is in a word huge, but let ne

back up for a second. There has been a huge increase given
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ACL's increase in nenbership and just an increase in usage of
the online nediumin E-mail traffic. And so over the past
several nonths when we have had a | ot of problens with
unsolicited nmail, we've also had to process many, nmany nore
valid el ectronic nessages.

What that neans is | can't give you precise costs, |
don't even nean in dollars, but even precise percentages
because E-mail is expensive. |t puts burden on our servers,
but what we have found is that the servers slow down. And so
we have seen several hours of delay in incom ng nessages, and
the only way to alleviate those problens is to keep
purchasi ng nore servers. Those are extrenely expensive
machi nes.

Not only that, but when you | ook at the dynam cs, the

changi ng dynam cs of unsolicited E-nmail, and we have
commtted -- and this is a conpany policy, so it's obviously
not what everybody does -- to try to block or filter for our

menbers unsolicited commercial E-mail

In doing that, we have devoted hundreds and hundreds
of hours of manpower or womanpower to figuring out the
dynam cs of spamand to inplenenting those filters and
pl ayi ng that cat and nouse gane.

COW SSI ONER VARNEY: Jill, | have another question.
My col |l eagues and | were just tal king about the fraudul ent

aspects of this. If | got software from M. Wallace and went
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to nore public space, Usenet group space, and pulled down
anybody on the Usenet group space who had put their E-mail
address up there, and let's say | got a mllion nanmes and
that, you know, nost of them were AOL subscribers, and | then
got software, whether it's that one or not, but not that one,
| got software that clearly identified who I was and said |

have witten this magnificent, you know, piece about how to

lose -- how !l lost 20 pounds in three m nutes, okay, and send
me $5 and I'lIl E-mail it back to you.

And it's true, | wote it, and whether or not, you
know, we won't get into | lost five pounds in a week and

here's how !l did it, let ne tell you how! did it and it's
true, | didit, | really did. And | then send that out, |
send it to a mllion people on your system I's there
anyt hi ng fraudul ent about that?

M5. LESSER. No. There's nothing fraudul ent about
it, and if you -- | nean, except if you were going to send
anot her nessage and soneone requests that you don't send
messages to them you should provide a recipient with a way
not to receive those nessages. Now --

COW SSI ONER VARNEY: So, if the header information
is deceptive, there mght be fraud there. |If the text of the
message itself is deceptive, there's fraud there. |If there
is a nessage at the bottomthat says click here to renove

your nanme fromthe list and, in fact, it doesn't renove you
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fromthe list or you get instructions on howto be renoved
fromthe list and that's just flat out not routed to
anyt hing, that would be fraudul ent or deceptive.

M5. LESSER: Right. Now, it is -- your first
scenari o woul d be against ACL policy and we could term nate
accounts, but | wouldn't want to posit that it is fraud
under, you know, |egal analysis.

MR. MEDI NE: \Were does unsolicited E-mail rank on
the list of conplaints by AOL subscribers?

M5. LESSER: It's the nunber one conpl aint.

MR. MEDINE: By far?

M5. LESSER: By far

MR. MEDI NE: You introduced George Neneyer next to
you who operates Tigernet Internet Services, a snal
not-for-profit Internet service provider in Dayton, OChio.
He's here representing the Internet Service Providers
Consortium a nonprofit trade association of |SPs which
pronotes responsi bl e use of the Internet.

You' ve heard what the inpact is on a fairly large
I nternet access provider. Wat's the inpact on smaller
| nternet access providers of unsolicited E-mail?

MR. NEMEYER: | n sone cases the inpact is
significantly greater because the small provider doesn't
necessarily have the resources to deal with the ram fications

of what happens to them Let ne give you a quick exanple.
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We received one single mailing which went to two of our
subscri bers, a typical MM schene for an Internet marketing
kit which in turn advertised nore spam software plus

t housands of nanmes on a list. The two people that received
this nessage attenpted to follow the renove request, and |
did not -- | was unaware of this as it occurred.

However five days later | get a nessage to the
adm ni strator account that says there's a problemwth mail.
And what we got back, this goes on and on for over 1,000
lines of data over a five-day period, and these are just the
log entries of the attenpt of our systemto sense that
unresponsi ve return address.

So, you can imagi ne sonething like this nultiplied by
the mllions that AOL sees, and this is not a small cost to
the provider. This particular attenpt clearly did not work
to renove. W expect probably to get nore mailings along the
same |ines.

I would also |like to point out that in a nessage
earlier M. Catlett tal ked about the reasons why spamers nmay
put sonmeone's true address in a return nessage. One of those
reasons is flat-out retaliation.

Let ne quote to you a passage whi ch appeared on one
of the spans that we received which basically says that they
do not want to hear fromyou in return. This nessage, if |

can find it quickly here, this nessage indicates the kind of
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attitudes that many of the spamrers have toward those on the
network and trying to enphasize their right to jamtheir mai
in your mail box.

The quote is, "Note to flaners, don't do it. W wll
conply with all and respect all renpbve requests, but if we
are flanmed, we will flane you 1,000 tinmes as nmuch and we w ||
E-mail three million people with a questionable itemwth
your return E-mail address. W want respect as nuch as
anyone else. So if you give it, you shall receive it."

So, these are the kind of things that we face. In
sone cases the spammer conmunity that we are attenpting to
deal with has indeed taken down providers intentionally by
putting those providers' nanmes in the return addresses and
letting themreap the return of a spamed mail.

MR. MEDINE: Are you confortable revealing the author
of that nessage?

MR. NEMEYER: The author of that particul ar nessage
was a custonmer of M. Wallace, according to what M. V&l |l ace
said. At the tine the custonmer was supposedly renoved from
his system but there was another mailing fromthat custoner
a short tinme later. It had to do with a hair restorer offer
as | recall, which ironically had it not been fraudul ent, |
probably woul d have been interested in.

COW SSI ONER VARNEY: M. Sanford |'m sure has no

ongoing relationship with the individual who threatened to
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flame himto death?

MR. WALLACE: No, | just wanted to comment that that
was reason for imediate term nation of that account. The
fact that they may have sent another piece of E-mail would
not reflect the fact that we didn't termnate their account.
We don't authorize that type of activity.

MR. NEMEYER. Along the lines of cost as well,
clearly this is a cost to the consuner as far as the utility
of the E-mail system \Wat we are starting to see is a
nunmber of custoners indicating that if E-mail is going to be
totally usel ess because of the flood of junk mail that they
receive, that they're going to give up on the Internet
al t oget her, nunber one. O nunber two, they switch providers
or at least swtch accounts in terns of trying to start
fresh.

This is becomng a significant situation for sone of
the | arger providers. Conpuserve in their case, for exanple,
mentioned the nunber of fol ks that had just discontinued
their service. Clearly as a small provider, we're trying to
offer a positive service to our subscribers and if they don't
view what we're offering because of sonmething we can't
control, you know, that's clearly harnful.

MR. MEDI NE: W have anot her Internet access provider
with us as well, Sinobna Nass, who is responsible for

determ ning policy at Panix/Public Access Networks
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Corporation. To what extent are your experiences simlar to
what we've heard or different fromwhat we' ve heard?

M5. NASS: Qur experiences are fairly simlar. The
difference primarily is our approach to it. Panix maintains
spamfilters that staff admnistrators -- we have Pani x staff
adm nistering spamfilters for our custoners. And what we do
is we try to devel op technical solutions to a problemthat is
pl aguing all of our custoners and taking up a significant
amount of our resources also in terns of staff tinme and
machi ne resources and so forth.

COW SSI ONER VARNEY: Do you think that's an
effective solution or optimal solution or what woul d help
t hat sol ution?

M5. NASS: It's not optimal for sure. But on the
other hand, it is making headway into the problem and the
di fference between not receiving, you know, 50 percent of the
spam t hat you ot herw se woul d have gotten or whatever
percentage is still significant when you're |logging in by
calling long distance fromthe other coast and are trying to
qui ckly check your mail for anything inportant that you need
to get over that night.

COW SSI ONER VARNEY: And do all of your -- do people
come to you because you have this feature of trying to block
unsolicited E-mail ?

M5. NASS: It works both ways. People come to us
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because we have this feature. W also developed this feature
because we tend to have the sort of custoners to whomthis
sort of thing is inportant.

COW SSI ONER VARNEY: And do you have anybody who
wants unsolicited E-nmail, who says no, don't filter that, or
do they just go to another conpany?

M5. NASS: W do have custoners, our approach is
opt-in, neaning that you get all the mail that's addressed to
you unl ess you take action to filter it.

COW SSI ONER VARNEY:  And how many of your customers
-- what percentage of your custoners sign up for the
filter?

M5. NASS: Several hundred of our custoners, about
300, | believe, have signed up for the filters.

Additionally, we assist themw th building their own if they
don't want to use ours.

MR. MEDINE: So, 300 out of how many?

M5. NASS: W have 6,500 individual custoners, over
6, 500, over 1,000 corporate custoners. Anybody who's doi ng
their owmn solution on their own I P connection, they have a
PPP account with us, we don't know what's happening on their
end. And we al so nmake tools available to people so they can
they can mx and match recipes either that our staff had
created for addresses of known spam senders or they can | ook

to their own mail and see who they don't want to get mail
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fromagain or whatever system or if they don't want to get
mai | that says nmake noney fast ever again, they can nmake sure
they don't get it.

COW SSI ONER STAREK: Tell ne sone nore about these
filters. They're 100 percent effective when they're
enpl oyed?

M5. NASS: No, they're not 100 percent effective.
They can't be because they can only filter for things that we
can predict, and that's historical information, either for
addresses that we know have sent spamin the past, or for
common strings that occur in the nessages, such as if a
particul ar spam sender is using a P.O Box, even if they're
changing their header information, if they always say cal
this 800 nunber or wite to this P.O box or whatever, we can
still catch themon that. But if they change it, then it's
very adaptive. It's sort of like an arns race, you know, how
fast the techniques nutate and how fast can the sol utions be
made.

COW SSI ONER STAREK: Are you the only Internet
service provider that has this capability or enploys these
filters?

M5. NASS: No, we're not. In fact, we know of other
| SPs who have asked us to send them our information and they
subscri be essentially to our lists. W also know of other

| SPs who filter on behalf of their custoners either
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because -- with or wthout their custoners' perm ssion just
as a utility issue. And we also know of |SPs who advertise
thenmsel ves as we filter your spam so they use that as a draw
to get custoners.

MS. LESSER David, can | add one thing to answer
your question. AOL does have a filtering systemwhich is
called Preferred Mail. It works differently from Panix's
system Theirs is an opt-in, ours is an opt-out. W nade
t hat deci sion because as | said it is the nunber one
conplaint on AOL, and we've been getting so many conpl aints
that what we did as we decided that it was nore likely than
not that people did not want to receive unsolicited
commercial E-mail particularly fromthe people on this |ist,
whi ch were peopl e about whom we got conplaints and who we
then went to and tried to get to stop and who refused to
stop. That list grows, but again, it's a cat and nouse gane,
but nenbers can turn it off. |[If they turn it off, they
receive mail fromthose senders.

COW SSI ONER STAREK:  And how nuch nore does it --
wi || your subscribers pay for this service?

M5. NASS: W offer it at no additional charge. What
we found was that we were spending so nmuch tinme on the issue
anyway that, you know, people saying | have this mail, how
can | make it stop, that sort of thing. W get working with

users to educate them about how to use the filtering tools we
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have available in our system W're a UN X-based system and
we offer prop mail and various other filtering software
t ool s.

And so even without our filtering systemwe were
spending so nuch tinme talking to themeither dealing with
conpl ai nts about spamthat they got fromoff site or about
howto filter stuff and so forth that it's largely equival ent
to do this and just point themto the help system and say,
you know, we have a systemalready built for your use, if you
want to use it, take a ook at what's in the help system
it"'s really sinple to use, contact us if you have additional
guestions or want to have our help in customzing it.

COW SSI ONER STAREK: As far as you know, are
techni ci ans working to, you know, inprove the system so at
sonme point these filters will be 100 percent effective?

M5. NASS: There's ongoing research into it. The way
we're doing it is not likely to work, because it's going to
continue to be an arns race, and it's going to continue to
requi re ongoi ng mai ntenance in a proportionately increasing
way .

COW SSI ONER VARNEY: Can | follow up on that
question? W talked -- we had a brief exchange earlier where
we tal ked about technol ogical solutions and if the industry
that's represented here today woul d t hi nk about how to work

on technol ogi cal solutions. ©One of the things that's been
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ki cked around in the Congress is sone sort of header
information that unsolicited E-mailers would use and
absolutely identify that it was a piece of unsolicited E-mail
up front, and then technol ogy software can be witten that
peopl e can choose what they want to receive or don't

receive. Wuld that work?

M5. NASS: The problemw th that is that you're
asking the offenders to basically police thenselves. And so
the problemis not so much spamrers who send mail with
legitimate information and so forth, because you can just
filter those out. The problemis people who woul d never
conply with that sort of requirenent. And so --

COW SSI ONER VARNEY: W have sort of a simlar
hi storical experience here wth the tel ephone fraud, and
Congress passed a | aw saying tel ephone fraud is illegal.

Now, FTC, go to wite the regs to make sure it's illegal

And what we found was that the |egitinmte business industry
cane to the table and said, Ckay, we'll help you wite the
rul es, but you're not going to put the tel emarketers out of
busi ness for fraudulent activity. And we said we agreed with
that, but what it did was it gave us a framework wi thin which
to determ ne what was legitinmate and not legitinmate and it

al so gave us additional tools to go after the people that
wer e fraudul ent.

So, al though, you know, no |aw, no regulation is ever
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going to stop the bad actors, sonetines it's helpful, and I
don't know if it would be in this context, to create the safe
harbor that says these are the legitimte practices, these
are the best practices, and if you're not in this harbor,
you're not in it --

M5. NASS: There are sone differences between E-nmail
and tel ephone solicitations. Nanely with tel ephone
solicitations, you can verify if a call was placed froma
particul ar nunber to a particular nunber. Wth E-mail, you
can just get a $10 a nonth or even free E-mmil account, use
it, burn it up, have everybody directed to your P.O Box, so
it doesn't matter if you burn your bridges behind you and
then there's no way to trace it.

Wth regard to tel ephone solicitations, it takes
| onger to establish a phone nunber. It can be verified, and
you can't have those sanme problenms wth E-mail.

COW SSI ONER VARNEY: So, what's the answer?

M5. NASS: W don't know for sure. There are people
researching technical solutions, there are a variety of
approaches being pursued that | have outlined in ny witten
subm ssion. Anong the options are a P-filtering, which is
al so a sort of nutating problem setting up software to do
the filtering itself, or to put in the headers itself rather
than letting the person who would probably want to get around

it doit.
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Li ke for exanple, the Pegasus mailer said that -- has
i npl enented a feature that puts in a header that's not user
configurable where if nore than a certain nunber of copies
are being sent to the sanme mail, it puts in a header
distribution bulk or whatever. |If -- | nean, people can
obvi ously get around that by sending, you know, 50 or fewer
messages at a tine. There are people who are researching
things like opt-in E-mail where you give out your address
only to people that you want to reach you and you can
establish various variants of your address and so they have
different priorities.

For exanple, the people that you know you want to get
mail fromjust get your priority one or whatever. People,
like if you post to Newsgroup, say you're a researcher and
you're posting for solicitation, you know, soliciting
informati on about the field that you' re researching. You
don't want to have your mail box clogged with everything, you
know, every offer under the sun.

And so what you can do is set up a certain variant of
your address so that you at |east know that everything that
you receive in response to that is related to your posting.
So that it's not the -- you know, your father is in the
hospital now and you can prioritize between those things. So
that the hundreds of responses you get say to use a posting

can be differentiated fromnmail fromyour boss, to your
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col | eagues, fromyour famly, et cetera.

O her approaches that have been floated include
| egislation crimnalizing or providing civil renedies. There
are problens wwth that, too. Primarily it's the enforcenent
i ssues and al so there are risks of it show ng expression and
so forth, but in ternms of enforcenment, how would you verify a
conplaint? |If there were a law that said you are entitled to
such and such a renedy, if you can docunent that you received
a spam how would you do that? |It's going to turn out being
war of |ogs, your systenis |og against the system| ogs that
the sender, maybe if that particular piece of mail routed
t hrough hops, you know, various other hops on the Internet
before reaching your site, naybe there's a record of it in
the logs of sone internediate site.

At that point you would probably need a class action
suit or the equivalent of several plaintiffs to prove that
you had even gotten this E-mail because you're going to say |
got this E-nmail and the sender is going to say, No, you
didn't.

MR. MEDINE: |'mgoing to hold that discussion which
isreally just the renmedies portion and turn to Shabbir
Saf dar, founder of Voters Tel ecomruni cati ons Watch, which is
a three year old, grass-roots Internet advocacy group based
in New York. Talk to us about what your study |earned from

| SPs about the cost of unsolicited E-nail as well as the
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i npact of it on consuners.

MR, SAFDAR Let nme thank the FTC for hosting what is
probably the nost heated discussion in what's probably the
col dest roomin Washington that | have been in the |last three
days, it's got to be 90 degrees outside.

VTWN over the past two and a half nonths, in response
to the FTC s call for information, ran a survey of Internet
users and Internet providers asking them what they think.

And as we cited in the survey, we think this is really the
best information fromISPs, it conmes fromfolks Iike ACL and
Pani x.

W | earned sone interesting data, but what was nore
interesting was what we get fromlInternet users and what
I nternet users told us bears and gives sone spin on what we
heard fromJill, which is that for about a third of our
respondents, and this is a nonrepresentative sanpl e of
I nternet users, if you can find ne a representative sanple |
would i ke to see it, is that about a quarter of their mai
was spam as of the [ast two nonths.

And we did a broad survey asking people what they
t hought, and then we also did an in-depth single survey where
we took an individual who was a part of our survey from EFF
Austin and he for sonme bizarre reason has saved every bit of
spam he's received since last July. And so we did a little

statistical analysis, and all this is in our findings, which
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is inour FTC filings. And he found that starting |ast July
he was getting about one piece of mail, junk mail, junk
E-mail, every two days. As of this May, he was receiving
about six every day. And it doesn't take a | ot of

mat hemati cal knowl edge for himto do a sinple |inear growh
projection and realize that by the end of '97 he will have
recei ved 753 pieces of junk E-mail.

Thi s does not seemto be an unreasonable statistic,
this jibes with what people told us, that about a quarter of
their mail was spam And on a systemlike ACL or Panix, that
can be a significant anobunt of delivery resources to process
this information.

What's worse is that we found that a | ot of people
actually pay for reading their mail and it's not a smal
anmount. |If you | ook at Senator Mirkowski's office from
Al aska, the notivation for introducing the bill was that they
-- his constituents live in areas where they don't have a
| ot of local dial-up connections, and so they pay tol
charges. And we tal ked about the econom c inpact, which
maybe we' ve al ready bought into.

You'll see in our filings there are about four to
five places where an individual can pay for receiving spam
multiple times, and |I'mnot saying that we're tal ki ng about
$5 for a spam but there is a significant cost associated

wthit.
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MR. MEDINE: Can you just tell us what those -- where
in the systemthese costs woul d be inposed on the consuner.
MR. SAFDAR: Sure. There are hard costs and soft
costs. | nean, soft costs are costs of extra staff tine
needed to process and handl e probl ens associated with nai
whi ch get passed on to the consumer through higher |SP
prices. Very sinple hard costs are things |ike di sk spaces,

| SPs, including ny own. Panix is nmy ISP, so this is a bit

i ncestuous, but -- you can get charged on | SPs per the anount
of di sk space you consune. And in an |ISP where your mail is
delivered into your own di sk space, you'll be paying for spam

over a certain allotnent of your disk space even before
you' ve read it.

Now, if you pay for connect tinme charges where you're
connected to their system you know, at $2.95 per hour if you
don't have a flat rate ISP, while you're downl oadi ng or
readi ng your E-mail, including spam you'll be paying for
that as well. [If you' re downl oading your nmail over a line
with a toll charge, perhaps because you don't have a |ocal
pop or because for whatever reason you don't have a flat rate
per-call service, or you're calling an 800 nunber or | ong
di stance, you'll be paying there as well.

And so it turns out that if you have a really bad
pricing plan with an Internet provider, you can pay a | ot of

different ways. Now the response that nost people have in
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this and | think it's a reasonable one is you should probably
change ISPs. And | would agree, but it is undeniable that at
sone point the costs do get passed on to the consuner even if
it'"'s in a flat rate market, because the plan, so to speak,
has to be built out to account for it.

And once again I'mnot saying that we're tal king
about adding $5, $10 a nonth for the custoners, but for sone
people this could be significant. And for sone people who
don't have a w de choice of ISPs in rural areas, they don't
have a | ot of market and accessibility. They can't nove
around in a lot of different | SPs w thout incurring sone
char ges.

As a proof of sort of the beauty of this nedium
I nternet users who are right now di scussing, whether they're
listening to you on the denocracy or on the chat, were just
pol | ed about 20 m nutes ago about how many pieces of spam
t hey receive per 12-hour period and the answer is about
eight. And this is going to increase.

We're | ooking at a nunber of about 161 that our
singl e sanpl e person received in May, and it only grows to
increase. And | think that what George said is very
i mportant, the anpbunt of mail people are getting is very high
and you lose information in there. And the filtering tools
that are present are good, and | think Panix is quite a

| eader in doing that, | think that's one of the reasons they
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and AOL preferred mail is such a good exanple. They're not
100 percent and they never wll be.

It's sort of |ike cryptography where the fol ks that
make the codes are always going to be better than the fol ks
who break them In this case the folks that need to enter
the market to send unsolicited nail are always going to have
an easier tine than the folks who are trying to block it.

MR MEDINE: |Is there a risk that at sone point it's
going to kill the gol den goose or whatever and that is that
people will stop using E-mail or the future utility of E-nail
w || decrease because of the | arge nunber of unsolicited
pi eces of E-nmmil these people receive?

MR. SAFDAR: | actually don't think we'll get to that
point. | think the risk is that we'll see very ill inforned
policy, of course not of the FTC, as to howto deal with this
problem There's a great concern anong the fol ks that work

on Internet user issues fromthe Internet user point of view

about the proposals for |abeling, for exanple. They carry
very grave free speech concerns. | nean, we're in court
ri ght now tal king about why you -- it's very problematic to

| abel concepts on the Internet to turn around and say wel |l
you can't | abel indecency but you know what you can | abel
ads. People don't see that distinction very well and you
cone back and find that you' re setting a very bad precedent.

COWM SSI ONER VARNEY: So what's the answer?
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MR. SAFDAR: | think the answer is twofold. One is
to let the Internet comunity cone up with sone techni cal
solutions, sonme of which are already out there, and then give
them sone teeth. Today, people post, ironically enough, to
t he spam newsgroup, quite often with altered E-mail
addresses. For exanple, ny E-mail address, and pl ease don't
send ne any nore junk E-mail, is Shabbir@tw org. Well, if |
posted it at Newsgroup and | was using the sort of de facto
standard it woul d be Shabbir. nospamart w. org.

If you tried to send mail by harvesting ny address
fromthat Newsgroup, it wouldn't work because that address
doesn't exist. MNow, if | were to use that or if | were to
use sone ot her Internet-based standard and sonewhere to go
around it, there's no penalty for that. There's nothing that
says that if a bad actor is to abuse that preference that |
amgoing to -- that I have any recourse. | think that's
what's needed. | think the Internet comunity needs to sort
of codify sonme of its standards in a way that is consistent
with the Internet culture and the first amendnent and then
the regul ators, be it Congress or the FTC, needs to put sone
teeth into it so that it nmeans sonet hing.

COW SSI ONER VARNEY: Well, let's ask M. \Wallace or
anybody el se here, it seens to ne that there is sonme comon
interest here. | think, M. Wallace, when | read your bio

you have sone background with tel ephones and tel emarketing,
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or am|l wong? Because it seens -- no, |I'monly asking in
the sense that it seens to ne that there's a possibl e anal ogy
that David is alluding to in the 900 nunber industry where
everybody t hought 900 nunbers were going to change the
fundanental economics of the way we did business in this
country. And what happened is they went zap imedi ately and
they still haven't recovered.

So, it seens to ne that there's got to be sonme conmon
ground for people who want to engage in unsolicited nass nai
but want to do it by a set of ethical rules with the people
who al so say Well, there's sone first anendnent right here
but we've got to clean this up and we've got to do it in a
way that gives consuners choice. | nmean, is there -- you
know, the last thing that nost of the people at this table
want is governnent regulation, but the last thing the
government wants is to see the systemcrash

MR. WALLACE: | agree with you 100 percent and that's
exactly the reason why we made it such a top priority to form
an association to enforce ethical standards and guidelines.
| think that we need to have the opportunity to test those
new st andards and new gui del i nes before the governnment cones
in and regul ates the whol e industry, because this is
sonething that is literally just occurring this nonth

COW SSI ONER VARNEY: And do you all talk to each

ot her outside of court? | nean, do you -- | nean, is there a
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di al ogue here that can start?

MR. WALLACE: Well, maybe Walt can answer that better
than | can.

MR. RINES: The question being talk to who, the
| SPs?

COW SSI ONER VARNEY: The | SPs, the consuner groups,
the various kinds of people at this table.

MR RINES: Well, we do talk, of course anbngst the
spamindustry we talk. O course in setting up this
associ ation, we've tal ked about comon issues, conmon
conpl ai nts and addressi ng those conplaints. W haven't had a
t remendous anount of conmunication wth other |SPs because
they seemto be at odds a lot of tines, obviously.

We have seen the inportance of putting a global spin
on a solution, and one of the things that we've devel oped as
the Internet E-mail Marketing Council is a global filtration
systemthat filters unsolicited E-mail at the source. So
before the nessage travels onto the Internet. And that in
all the tests and all the studying that we've done really
addresses a great deal of the concerns; in fact, just about
all the concerns of cost shifting. Because if the E-mail is
never delivered or delivery is never attenpted, then it does
not require any resources on the recipient side. And that
means no | ong di stance charge is being used up, no disk space

is being used up, in fact no processor tinme or reduced space
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on the ISP on the receiving end.

So, a global filtration system we have seen as a rea
priority. The devel opnent and testing of that system at | MAC
is going on right now and we actually have a target date of
being up and running with that systemthe 5th of June, we're
running a little bit behind because it's a trenendous
undertaki ng as you m ght expect.

COW SSI ONER VARNEY: And have you tal ked to any or
have any of the I SPs worked with you on this?

MR RINES: Well, one of the founding nenbers of | MAC
i s our backbone provider, one of the six major backbones in
the country. And they have been very supportive, in fact
were instrunental in helping us get together to formthe
associ ation to address these issues and take care of these
i ssues before things get out of hand.

COW SSI ONER VARNEY: Maybe M. Wallace can comment
on this. Sonetines it is extrenely useful to when you're
solving the problemto sit down with people that are
experiencing the probl em and even before you beta test see
what their thoughts are. | nean, | can't strongly enough --
| nean, it seens to ne there's a |lot of comon ground here
and let's at least start tal king about it.

MR. MOUYAL: Can | say, one of the solutions we're
proposi ng and we're devel oping right now is turning the spam

or the coomercial E-mail into "gemnuail" and what we woul d
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like to do is we would like to pay people to read comrerci al
E-mail --

COW SSI ONER VARNEY: 1'1l sign ny kids up.

MR. MOUYAL: And the way we would like to do it is
t hrough a point system where people can read the advice and
what have you

COW SSI ONER VARNEY: Like frequent fliers. Change
t he econom cs.

MR, MOUYAL: Absolutely, and they can go back to an
onl i ne catal ogue and purchase all kinds of Internet
services. And if they choose not to use the points for goods
and services, at the end of a 12-nonth period we'll give them
back ISP dollars while helping themoffset their nonthly
f ee.

I mean, | think that would really work, and I would
i ke to say sonething about sone of the technol ogy that has
been devel oped to forge headers and to do all these nasty
things, in ny opinion. And | have to put the blame strictly
on the 1SPs and the AOLs of the world because instead of
dealing with the issues wth good positive decisions and
addressing these people, by talking to them they have forced
themto create these type of products.

MR. MEDINE: Let's keep the gallery quiet. One of
t he advantages here today is the opportunity for all of us to

sit at the sane table and di scuss these problens. |'m going
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to be sonewhat of a curnudgeon and stick to the agenda and
during the next half hour stick to what are the cost issues
and then from 11:00 to 12: 00 we can really work on sol utions
anong oursel ves.

Col I een Kehoe is a Ph.D. student in the G aphics,

Vi sual i zation, and Usability Center at the Coll ege of
Computing of the Georgia Institute of Technol ogy. Mybe she
can enlighten us further about sonme of the inpact of these
practices on consuners.

M5. KEHOE: First | want to nention that I'Il only be
able to cover a few of the data points fromour survey that
we' ve conducted and we have nore information avail able both
online as well as hand-outs in the |obby. Qur survey that we
conducted through Georgia Tech is conducted online and
therefore it's self selected, and this is the seventh survey
that we've conducted over the past three years.

This survey, which was conpleted in April, had about
19, 000 respondents which gives us a total of al npost 100, 000
respondents over our seven surveys. And what 1'Il do is run
t hrough basically some of the data points that we have that
relate to spam

First, 80 percent of our respondents report that they
have received spam W asked a variety of questions on
direct marketing in general and asked people if they agree or

di sagree with various statenents and to what extent. One of
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those statenents is that they |like receiving nmass post al

mai lings. And we get a noderate disagreenent with that
statenent. W al so ask do people |ike receiving nass
E-mailings and we have a much stronger disagreenment with that
st at enent .

What we' ve done recently is do a | ongitudinal
anal ysis of a particular set of people who answered both our
nmost recent survey and a previous survey to see how their
experience in being online has changed their opinions over
tine.

In general, we find that those opinions haven't
changed very nuch except in the area of receiving spam The
per cent age of respondents who di sagreed strongly that they
i ked receiving mass E-mailings increased from 63 percent in
our sixth survey to 74 percent in the seventh survey. Part
of that is that in being online, people have nore of an
opportunity to receive spam

So, inour -- in the sixth survey a | ot of those
peopl e had not yet received spam W feel it's both
reflective of a general increase in spamand also just the
| onger that you tend to be online the nore likely it is that
your E-mail address is out there to be collected and used for
t hese purposes.

We al so asked what do you do when you receive spam

and the percentage of users who reported that they sinply
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del ete these E-mail nessages rose slightly from59 percent in
the sixth survey to 61 percent in the seventh. And that is
across all our respondents, not just that particular set who
answered both surveys.

The percentage that actually read the nessage
decreased from 13 percent in the sixth to 11 percent in the
seventh. So it's only a small anount of people who actually
report that they're reading these nessages. Wen we | ook at
again that group of users that responded to both this survey
and the previous survey we show that they are nore likely to
sinply delete the E-mailings when they get it. Partially
because they're just nore able to recognize it w thout having
to read the entire nessage.

Anot her question that we ask is what do you propose
shoul d be done about these mass E-mailings. And the nunber
one response for both this survey and the previous survey was
t hat people would Iike to see an opt-out registry created.
And that is 38 percent of our respondents. The next nost
popul ar option is that there should be a bl acklist of known
spanmers created. That was a new option for this nost recent
survey and that actually cane in nunber two.

Governnment regulation is favored by eight percent of
our respondents which is a slight increase froma previous
survey, but that only by 2 percent outwei ghs doi ng nothing

about the problem In our nost -- in our sixth survey, which
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was conduct ed about six nonths ago, doing nothing actually
overrode having any sort of governnent regulation as it
relates to spam

And | think it's also worthwhile to note that
these -- these preferences of first a registry and then a
bl ackl i st of spamrers are favored by both our U S
respondents and those in Europe. So, | think it's been
mentioned previously that sone of these issues unfortunately
don't end at the boundaries of the U S and that it's
wor t hwhi | e | ooki ng at how ot her countries m ght respond to
t hese issues as well.

MR. MEDI NE: Thank you. Now we have had a chance to
| ook at the consuners' perspective and ISP's, but there's
anot her conponent of this, the Internet's infrastructure, and
Raynond Everett who is a consultant to AOL and Conpuserve
will address it.

MR. EVERETT: Well, | think there's an excell ent
anal ogy that's been made in other discussions yesterday to
t he problemof pollution in the environment and in sonme ways
the cost to the Internet is simlar to the cost of say toxic
waste or other pollutants being released into the
environment. |It's a cost savings for the producers in order
to -- they save noney by transmitting this stuff into the
envi ronment and shift that cost on to recipients.

And as Ronal d Coase in his Nobel prize w nning work
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outlined, this distribution across an ever-w deni ng base
makes it much nore difficult for those peopl e being inpacted
to ever recoup those |osses. There's a real problem of
transactional costs. You're starting to see organizations
i ke the Coalition Against Unsolicited Coomercial E-mail who
conme together on an ad hoc and voluntary basis to try and
cone up with sonme sol utions.

The coalition that | aminvolved with is primarily
made up of Internet service providers, adm nistrators and
technol ogi sts on the front Iines of the problem And we have
seen that the technol ogical answers have not been very
effective. For every block we put up there are a dozen ways
around it.

The Internet is an incredibly resilient technol ogy.

If you look at its origins, it was designed to reliably
transmt data during difficult and spotty connections nostly
in wartinme situations, but that underlying open standard on
the Internet makes it incredibly easy for people to
circunvent bl ocks that Internet service providers put in
place and that's -- and that's why filtering nechanisns, |ike

ACOL and Pani x have wonderful filtering systens, aren't

completely effective. | -- | barricade nyself behind many
| ayers of filters and still manage to receive a -- a fair
nunber of spam nmessages every day that -- that slip right

t hrough those systens.
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MR. MEDINE: Turning to the infrastructure, what is
the cost to the Internet? Are nessages going through nore
slow y? Do conpanies | ose backbone? Do providers have to
i nvest nore resources in bandw dth? How does this inpact the
system overal | ?

MR. EVERETT: Oh, the systemat various points in the
transm ssion process suffers fromcloggi ng of those backbone
transm ssion systens. Also the routers that select the path
to distribute and relay the nessages can becone very easily
cl ogged and sl owed down.

A lot of people have a -- have a hard tinme getting to
Wb sites that they want to because the Internet connection

that their service provider purchases is oftentines clogged

up with incomng nmail and -- and both systens are spendi ng
time processing those nessages whereas, you know, a -- a
pi ece of equi pnent can only process a -- a finite nunber of

transactions in a matter of seconds, though it does it fairly
qui ckly.

But if you've got you know, tens of thousands or
hundreds of thousands of pieces of E-nmail, as in a case like
AOL, coming into these machines, that's taking up the fixed
amount of bandwi dth of the -- of the pipe connecting in and
if your pipe is full of stuff comng at you, you can't get
t hings out, whether it's your owmn E-mail or your own clients

and customers trying to surf the Wb.
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MR MEDINE: M. Catlett, do you have anything to add
to that in terns of the inpact on the infrastructure of
unsolicited E-mail ?

MR. CATLETT: |'mnot an expert on that topic.

MR. MEDI NE: Ckay, good. Let's --

COW SSI ONER STAREK:  Davi d?

MR. MEDI NE:  Yes.

COW SSI ONER STAREK: | find your anal ogy of people
engaging in comercial -- even if it's comrercial spamm ng --
to industrial polluters to be sonewhat strained. However,

"' m curious about the nature of these nessages. W' ve been
talking this nmorning nostly about conmercial nessages, but

are there other kinds of nessages which are bei ng spammed?

For exanple, political-type nessages?

MR. EVERETT: Yes, there are political and -- and
religious and -- and news announcenent type nessages that are
-- that are being put out there.

COW SSI ONER STAREK:  And what's the percentage of
sonebody who engages in several chat groups and stuff --
what's the percentage of the nessages that are spamed to
that person that would be of this nature rather than

conmer ci al opportunities?

MR. EVERETT: | have no hard nunbers on that but --
but anecdotally and -- and in ny -- in ny personal
experience, |'ve received very fewin the way of political or
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religious communi cations. They're -- they're easily
out nunbered, probably 40 to 1 or nore in ny own persona
experi ence.

I -- 1 think that our approach, the -- the coalition
that I work with, is dealing specifically wth unsolicited
comerci al nessages because we certainly recognize the -- the
great First Amendnent tradition of sending out nessages of
political and religious and social nature that -- that nust
be protected, and we are nostly concerned with comrerci al
entities who are shifting their costs onto other people in --
in hopes of making a profit at those -- at those recipients
expense.

MR. MEDI NE:  Conmi ssioner Varney?

COW SSI ONER VARNEY: He's still --

MR MEDINE: OCh, I'msorry.

COW SSI ONER STAREK: But the filtration systens
woul d go throughout all these kinds of nmessages | would

t hi nk.

MR. EVERETT: Well, it -- it -- it depends on how you
operate your filtration systemor where -- or where you base
your -- your nessage operations from W are not -- the

proposals that nmy coalition is putting forward do not put
forward a filtering system They sinply say that commerci al
-- unsolicited comercial nmessages -- nust be on an opt-in

basi s. If you wish to receive these sorts of
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communi cations, you certainly may.

I -- 1 personally amon probably a dozen commerci al
mailing lists that are -- are nmarketing and advertising and
i ndustry update lists, and -- and they' re a wonderful
resource to ne, but I didn't start receiving themuntil
asked for it.

And that's what we're seeing the |argest nunber of
| arge marketing and conmerci al organi zati ons doing. They
have opt-in systens. The types of spamthat we've been
tal ki ng about here today are largely not those with nore
legitimate offers but are the nmulti-Ilevel marketing, the
pyram d schenes, the -- the quack nedical renedies, et
cet era.

My anal ogy to pollution was not nmeant to characterize
the -- the quality of the content of the nessage but sinply
the fact that the costs are being shifted off of the -- the
profitmaker onto the consuners and the recipients in nmuch the
same way that a -- a chem cal producer or anyone el se
involved in a chem cal process m ght nove those costs out and
-- and -- and save those costs on their end by pushing them
ont o soneone el se.

MR. MEDI NE: Comm ssi oner Varney?

COW SSI ONER VARNEY: | wonder if M. Sanford (sic)
has any anecdotal or other anal ogy of your client, is it

al nost all commercial? |Is there a snall percentage that's
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religious or political nmessaging? Do you have any insights
on this for us?

MR. WALLACE: By the way, it's M. Wallace.

COMW SSI ONER VARNEY: |'msorry, M. Wll ace.

MR. WALLACE: Most of the nessages that cone from our
systemare of a commercial nature, but we're also a
comercial E-mail conpany. So, | know that as this practice
becones nore wi despread you're going to see a drastic
increase in political and religious speech being sent through
E-mail. [It's just that we're not in that business, not at
this tine.

MR, MOUYAL: Let nme ask you a question: W've --
we' ve done for a state tax departnent to put up a downl oad of
tax returns online, and we sent a |ot of people fromthat
state to that site through an E-mail canpaign and it worked
fairly well for them

The problemis a |lot of people don't want to touch it
because people that are against it are calling them and
threatening themand telling themthat |'m going to boycott
your conpany, |I'mgoing to sell off my stocks that | have in
your conpany. So these, you know, major conpanies don't want
to touch it and | don't want to blanme them because they don't
want to have that stigma.

However, they are very intrigued and very interested

inusing this as a viable way to nove products and services.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



84

And the reason that you're seeing all the so-called garbage
advertising in E-mail is because that's the only peopl e that
are wlling to try it, you know And | think we need to give
the bigger institutions and the bigger conpanies and the
politicians and the charitable organi zati ons good reasons to
try E-mail, you know, rather than stigmatizing themwth,
Hey, if you do that you're a spammer and you're no good and
|"mnot going to want this and | don't want anything to do
wi th your company, and I'mgoing to yell as loud as |I can to
tell everybody that you' re a no good heat hen. And | don't
think that's right.

MR. MEDINE: | appreciate that, but in transition we
spent a lot of time tal king about the cost of unsolicited
E-mail, but maybe we can shift a little bit to the benefits,
and Bob Wentzen, who has been patiently sitting here, he's
t he president and chief executive officer of the Direct
Mar keti ng Associ ation, we appreciate having you back again
t oday, and we appreciate your views on the role that
unsolicited E-mail can play for marketers.

MR. W ENTZEN. Thank you. | think the first point
woul d make is that | believe that the cost of spamas we've
been tal king about it today is absolutely enornous. It's --
it goes away beyond the cost of the technical side. It
really goes to the issue of the cost of m ssed opportunity

and the cost that -- that ampbunts to a reduction in the
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potential of this tool to represent a -- a new and exciting
medi um for communi cating to consuners and for conducting
el ectroni c commer ce.

Now, as evidence of that, | would suggest that npst
legitimate marketers, in fact, the vast majority, are afraid
to be associated with it because of its reputation, as the
poi nt was previously made. W recently conducted a survey
anong our nenbers, a representative one, and found that
slightly under 10 percent of our nenbers used E-nmail at al
even though 86 percent of them actively used the Internet and
the Wrl dw de Web. So, the vast majority of themare
avoiding it.

O the 10 percent that use commercial E-mail, 85
percent only use it in the targeted sense and the vast
majority of those to their existing custoners. So, in
effect, what we have is a tool that is being avoi ded by
| egiti mate marketers because of sonme of the concerns.

Seventy-five percent of those folks who are using it
at all, in ternms of cormerce, are only going to their
exi sting custoners. And they would |like very nmuch to be able
to offer their goods and services to other people. However,
they are concerned about the public's perception. 1In a way,
spam has left a very bad taste in the nouth of the legitinmte
mar kets. Not to play too heavily on an anal ogy, but | think,

in fact, that's what we need to correct.
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| think the tools are there to correct it. The first
one is we already have stated principles in the marketing
gui del i nes that have been worked out by the DVA and | SA, and
they do include principles dealing with unsolicited E-mail .
| don't think it would take nuch energy or effort for the
exi sting spamers to adopt those principles, and I would
chal l enge the existing community that's using unsolicited
E-mail to | ook hard at adopting those principles quickly,
before it's too late, before the public really does turn
itself off to the regular use of this vehicle.

| think if the standards are followed, and if -- that
is if people are identified, if people are given a legitinate
opportunity to opt-out where it's easily found, easily
i npl enented and absolutely respected, that we m ght be able
to recover public trust inthis -- in this vehicle.

The fact of the matter is that E-mail, as we
currently know it, is not what should survive. The E-mail of
the future could be an exciting marketing tool. It could
present consumers with video, it could present themwth
audio, it could present themw th opportunities to seem essly
make choi ces and gat her information.

It could be a great targeting vehicle, and it could
do so at very significantly reduced costs. The fact is it
will never get there if we don't find a way to self-regulate

and do it quickly.
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I woul d suggest that the community of spammers coul d
join with us and regul ate thenselves now. | think we could,
in fact, save this if we nove quickly, and | certainly would
hope that they woul d take up our challenge to | ook at our
princi ples, our guidelines and adopt themright now.

COW SSI ONER VARNEY: Bob, what are -- what would you
do about the outliers? | nean, if everybody at this table
sai d, okay or whatever, what would you do about the -- the
peopl e that aren't at the table, that apparently represent a
significant portion of the mail that's going through the
syst enf

MR. WENTZEN: Well, honestly, Conm ssioner Varney,
don't know what | would do about all of the -- of the
outliers, but I know that given the volune that's represented
by the significant players that we could significantly reduce
t he vol une of questionable mail if the high volune players
were to participate quickly.

When that happens, those outriders would be much nore
easily identified. | think that's the issue. |If the top
five or top 10 spammers were to quote "clean up their act,"”
then | think those that were not doing so would be nuch nore
easily identified.

MR. MOUYAL: | would like to add sonething. There's,
you know, a | ot of people that are creating their own

operations off the Web Sites, which I think -- | encourage
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that -- |I've spoken to nunerous people who have created these
and that they use theman a nonthly basis and every nonth
that they send out their opt-in |list they get accused of
bei ng a spamer by sonebody, okay?

MR. W ENTZEN: How do you address that?

MR. MEDINE: Well, why don't we -- why don't we | eave
that as a |ingering question. We're going to take a break
and then we're going to cone back and then the subject on the
table will be where do we go from here.

(A brief recess was taken.)

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



89

PANEL VI1: UNSOLICI TED COWERCI AL E- MAI L: RESPONSES

"Filtering opinion, self-regulatory efforts,"opt-in"
and"opt-out" nmarketing nodels, application of current |aw,
and gover nment responses.”

Ram Avr aham

Jason Catlett, Chief Executive Oficer, Junkbusters

Jul i e DeFal co, National Consuner Coalition

Raynond B. Everett

Jill A Lesser, Deputy Director, Law and Public
Policy, Anerica Online, Inc.

Deirdre Mulligan, Staff Counsel, Center for Denocracy
and Technol ogy

Si nrona Nass, Pani x/ Public Access Networ ks Corp.

Rosal i nd Resnick, President, NetCreations, Inc.

Shabbir J. Safdar, Founder, Voters Tel ecommuni cati ons
Wat ch

David E. Sorkin, Assistant Professor and Associ ate
Director, Center for Information Technol ogy and Privacy Law,
The John Marshall Law School

Sanford Wal |l ace, President, Cyber Pronotions, Inc.

Eric Wenger, Assistant Attorney Ceneral, New York
Departnment of Law, National Association of Attorneys General

H. Robert Wentzen, President and Chief Executive

Oficer, The Direct Mrketing Association
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MR. MEDINE: We're now going to turn to what we do
about unsolicited E-mail to basically prevent those who don't
want to receive it and as Bob Wentzen said just before the
break, turn that into a positive communication. W'I|l work
t hrough sone of the possibilities, starting with self-help on
one end to governnent regul ation on the other end, and
Shabbir maybe can talk to us a little about this.

MR. SAFDAR:  Well, | think what we -- what we've
found in our survey was sonewhat significant. W found a
very high nunber of people who told us how they address the
junk E-mail problem And | do want to point out that one of
the responses which | put in our filings but which I would
not give too nmuch credence to is bodily harm

Seventy-ei ght people out of up to 2,700 said bodily
harmfor -- and 30 nore for jail sentences -- for spanmers
woul d be an appropriate thing. In fact, | have a bodyguard
service. (Laughter.)

For the nost part, out of up to 2,750 peopl e that
responded, about -- about 360 they just read it. |1've
actually found that to be a higher -- a higher instance than
what nost people would manage is that they actually read the
junk E-mail, you know, because occasionally they find
sonet hi ng usef ul

I don't know if | should take this lightly with ny

wi fe who's reading her -- | picked up her E-mail the other
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day and di scovered a spouse investigation service. And so
" mgoing to keep that.

Fi fteen hundred of the 25 -- 2,700 said that they
read it and delete it based upon the subject line. Which
means that really the subject lines are obviously text in
this industry. Only 315 said that they -- that they have
their mail -- their mail reader filtering it. And as users
of Eudora that's an interesting and fun exercise to do, as
well as for Panix users, there's a |lot of nmaintenance.

And then a very, very few people said they use things
like intelligent agents. But far and away the nost popul ar
response to -- to junk E-mail, 883 people fell into this
category, said that what they enjoy doing and what gives them
the nost satisfaction is sinply responding to the ISP if they
could find them and conpl aining and that there's no better
satisfaction than receiving a letter saying that the account
has been cut off.

That's -- that's what we've found so far, and | think
what we -- what we conclude after talking to a nunber of | SPs
is that these technical solutions that | tal ked about, that
are bandi ed about here, are really in need of an -- of an
adj unct piece: teeth.

MR. MEDINE: So in sone sense are consunmers acting
i ke cops on the beat reporting people to the ISPs and then

relying on the ISP to cut themoff?
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MR. SAFDAR: Right. And there's sone -- there are
sonme aspects of this problemthat are becom ng interesting
once -- once unsolicited E-mail has cone fromtheir own
| SPs. And we're seeing this drama play out with upstream
providers like -- like M. Willace is, where then the
conplaints get directed at their upstream providers.

As of today, you know, it's not clear that this is
how we want the Internet to function based upon greatest
account nunbers.

MR. MEDI NE: Are upstream providers responsive to
t hose ki nds of concerns?

MR. SAFDAR: Sonetines, yes. | -- | think actually,
you know, wi thout -- w thout judging, | think that
M. Wallace could tell us nore about this. As of today, |
think ADAS is still your provider?

MR. WALLACE: Right.

MR. SAFDAR: And they have been under a | ot of
conplaints for quite awhile.

MR. WALLACE: AG S is the -- is really the catalyst
t hat has made us formthis association and expedite it. So
t hey have taken a proactive position on the issue as well.

MR. MEDINE: Col |l een, do you have anything to add to
the self-help issue?

M5. KEHOE: As | nentioned before, we find that our

nost popul ar response is for people to sinply delete the
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E-mail. And that is 60, 70 percent say that they do that.
We find a much |lower rate of people actually retaliating.
And I'm not sure how you woul d define that exactly, but
that's what we find.

MR. MEDINE: Ckay. | don't know if you have any
t hought s.

M5. NASS: 1'd like to address that. A lot of people
conpl ai n about spam and when our custoners send it out-- or
wor se, when our custoners don't send it out and people don't
read the headers correctly and think that that cane from our
site, it really puts pressure on the ISP. Just in ternms of
the tine responding to that mail -- if the ISP stands for
that. Some providers say the account has been term nated and
just create a new log-in ID for that custoner.

It's very inportant that cooperative |ISPs not be
undul y burdened by people who are conplaining to everyone in
sight, everybody nentioning it. Even the person that the
mai | was ostensibly addressed from because people -- people
put header information in -- so consuner education is very
i nportant as well.

MR. WALLACE: | would also like to coment that I
think there are technol ogical solutions that have al ready
been inplemented that work quite well. 1'll use America
Online as an sanple. Recently they have inplenented a

filtering technique that essentially rejects all mail that
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comes froma forged, nonexistent return path. And not only
did they cone up with that technol ogy but they distributed
the code publicly so that other service providers can

elimnate this sanme technology. That in itself can alleviate

t he whol e problemof forged return paths. | think that's a
perfect exanple of how technology can help -- this is a
recent developnent, | think within the I ast nonth. But

technol ogy of that sort will continue to be created as the
demand i ncreases.

MR. MEDI NE: Does that only work if the forged path
IS a nonexi stent one as opposed to just using soneone else's
pat h?

MR. WALLACE: Absolutely, but that's just a sign
t hough that you can elim nate one whol e probl em

M5. LESSER: It doesn't -- it only works in certain
circunstances. For exanple, it works wth a forged or in our
case unregi stered domai n, which neans we have to check
whet her the donmain is forged and then we can bl ock fromthat
domain. But with respect to forged header information and
footer information, we don't -- they -- there are dynam cs of
that information that change, so that is very, very
difficult. There is no snap solution to that.

So, while we have obviously made our filtering tools
better and will continue to do so and continue to spend a | ot

of resources doing so, again we are still every day finding
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new problenms. So, we inplenent a filter, it works for about
two weeks, let's say, and we need to try to find sonething
el se.

MR. EVERETT: And, David, there are -- there's a
growi ng problemw th people using a valid domain but invalid
account information, so they may create a -- a bogus at
aol.com E-mai | address in what they send out, and what

happens then is that sets up various bouncing error nessages

back and forth which wind up filling the admnistrative
accounts of the service providers, and I -- | know AQL in
sone of their litigation has -- has talked and dealt with the

high cost to themand to other Internet service providers of
receiving and storing and dealing with those adm nistrative
accounts that get bonmbarded in this way.

COW SSI ONER VARNEY: | have a question here. It
seens to ne that it mght be useful for a nonment to think
about those mass E-mailers that do things |ike that, that
have either forged domain nanes or forged domain accounts and
why not ask the people in the roomand at the table if,
generally, the kinds of E-nmailers who do that are
transmtting what nost of us would agree are fraudul ent
content. They're the people transmtting the
get-rich-schenes. |s there a correlation between the people
that are engaged in the kinds of practices you' ve all just

descri bed and the degree of veracity in the nessages they're

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



96

sendi ng?

Then nmy next question is, if that's true, then one
solution has got to be -- this is absolutely within our fraud
and deception jurisdiction and we ought to be prosecuting
t hose people and the question is how hard is it to get to
t hose peopl e?

MR. MEDINE: Eric Wenger fromthe New York Attorney
Ceneral's Ofice has had sone experience in this area.

MR. WAYNE: | think that you're 100 percent right
that we're seeing a | ot of deception, not only in how the
messages are sent, the header information and so forth, but
t he nessages thensel ves. And we brought suit against Kevin
J. Lipschultz (phonetic) which -- he is a blacklisted and
notorious spamer, and the -- the point is that not only was
the -- the return E-nmail addresses were al ways fake, not only
t he account fake but the domain used didn't exist, and --

COW SSI ONER VARNEY: And the content of the
nessages - -

MR. VENGER: And the content of the nmessage was -- it
was constructed to look as if it was a testinonial fromthe
happy custoner, when in fact he was sendi ng notes and
generating fake nanes to go along with it to make it -- it
appear that these people were happy with his magazi ne
subscription service, when, in fact, it was just him

di sgui si ng, you know, disguising the origin.
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COW SSI ONER VARNEY: These are the fraudsters,
right?

MR VENGER Ri ght.

COW SSI ONER VARNEY: And the State Attorneys Ceneral
and maybe the FTC and ot her places al ready have authority if
we can find themto prosecute them right? Now --

MR, VENGER Cearly, | nean, when nessages are
deceptive and | would al so argue that when the nessages are

-- are, you know, the subject lines and the headers and
things like that are -- are disguised as well.

COW SSI ONER VARNEY:  Ckay. Now let's take for a
nmonment the conpanies -- nmaybe Cyberpronotions that say, you
know, you may not |i ke, maybe get their mail. But they say
who they are, they have their nessage. Do you do anything to
check the veracity of the content or when people are buying
their software for -- | nmean, do you have any way to do
audi ting or checking that people are engaging in fraud in
sof t war e?

MR. WALLACE: | think that our relationship with our
custoners is very simlar to a tel ephone conpany is with
their custoners that we can't predict what they're going to
do. If they do -- if they -- if they send out an ill egal
fraudulent mailing and we receive note of it, then it's our
responsibility to do sonething about it, but we can't

elimnate it before it happens.
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MR MEDINE: Can | just clarify -- aren't sone of the
mai | i ngs that you send out alnost like nmultiple offers where
you basically provide the -- the package that those offers go
out in?

MR, WALLACE: Yes, we do. W -- that's part of our
own mailing service.

MR. MEDINE: And in the context of your own mailing
service, do you check out all those offers to nake sure that
they are not fraudul ent?

MR, WALLACE: W do the sanme thing a newspaper would
do. W -- we have guidelines, we don't allow adult ads, if
we see sonething that |ooks outright fraudulent, we'll
investigate it to a degree. But we're really not in the
di rect business of checking every single advertisenent that
cones in. But if soneone's breaking the law, there are
remedi es out there -- there are renedi es out there avail able
currently.

And like M. Everett said in his statenent, there are
lawsuits that are also dealing with these issues that are
defining laws as well. So I think there are proper renedies
already in place to address that issue.

COW SSI ONER VARNEY: It seens to ne, then, that, you
know, one of the things that we are kind of circling around
this nmorning is that there are really bad actors and not hi ng

anybody can do to get to the bad actors. Well, let's take
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the bad actors and put themaside for a nonent. Now let's
| ook and deal with everybody el se.

We have massive anounts of unsolicited E-mail noving
t hrough the system Sone people like it. Sonme people
don't. It seens to me what -- what's got to happen nowis
we've got to -- you've got to work with us, being | aw
enforcenment, State Attorneys General, on how we can go after
effectively and quickly, the people that are perpetrators.
But then it seens to ne that there's a whole other realm
here, and that is you' ve got to work with each other to
figure out what are the right rules for the -- what 1'Il say
are the legitimte free speech, commercial free speech,
that's going on within it.

MR. MEDINE: Well, let me pose that to Jay McCrensky
who is the -- who has joined us as the executive director of
the Internet Marketing Association.

MR. MCCRENSKY: Thank you very nmuch. W' re a new
associ ation, a new marketing association that's been --
that's forned actually to solve these sorts of problens and
to address these self-regulatory issues. And what we've cone
up with is a -- sort of a -- an innovative solution to the
problemand that is to certify E-mail and to -- and to
undertake major public relations and public education effort
to educate people on the logo that they will be |ooking for

on commercial E-mail.
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We're an association -- not just of the E-nail
mar keti ng conpani es but of advertisers who are interested in
devel oping E-nmai|l as a viable communications tool, of -- of
ad agencies, law firnms and Internet service providers --
that's our potential nenbers. So we really represent all of
t he players, and what we've cone up with is a five-part
programthat we call certified E-nail.

The first is that the applicant who uses the | ogo on
their masthead would -- would have to maintain very strict
standards. Everything that we're tal ki ng about and nore,
with regard to ethical practices, with regard to content.

Sonmet hing that we actually can enforce.

Secondly, we want to -- as Al Muyal our president
mentioned, we want to turn junk mail into gift mail or gem
mail. We want to provide -- one requirenent is that any

certified E-mail nust provide sone sort of specific benefit,
a tangi bl e benefit to the recipient, in terns of a major
di scount, a coupon, 25 percent off if you come to our Wb
site and buy it, a free gift -- sonething very tangible that
turns it into gift mail

Third, the recipient will receive points towards free
gifts or free access, free AOL or free ISP access. And this
really ties into the traditional role of -- of advertising in
t he econony that really enables the free nedia -- and can do

so on the Internet also. W can create that franmework.
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And fourth we plan to provide revenue to the Internet
service providers that are nenbers and that work with us and
provide opt-in lists of their nmenbers who can be marketed to.

MR. MEDINE: Do you have any current |SPs as nmenbers?

MR, MCCRENSKY: We're talking to AG@ S, the backbone
conpany, who is very excited about this, and has said that
they will bring us their 700 ISP nenbers and clients. W' re
al so tal king about a conbination with the association --
that's in discussion as well, and we're hoping to really
conbi ne forces here.

MR. MEDINE: Were there any other points of the
programor is that -- does that pretty nmuch set it out?

MR. MCCRENSKY: Did | cover five?

UNI DENTI FI ED SPEAKER:  Um hnm

MR. MCCRENSKY: Ckay. Oh, also, the fifth point is
that we will -- as with all of the applicants and users of
certified E-mail nust provide a direct opt-out specifically
along the lines that | would suggest is very easy to opt-out
and -- and you get a confirmation back and that would be
enf or ced.

MR. MEDI NE: George Neneyer, does that -- do you rest
now assured that the specific E-mail probl em has been
sol ved?

MR. NEMEYER  Not really. (Laughter).

Well, the problemthat we see fromthe provider
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community is that as long as the situation is an opt-out one,
we face a flood of incomng mail and if the DMA's projection,
which | fully expect will happen, that people start sending
video and audio clips along, the quality of traffic that this
is going to cause on the receiving end is huge, because of
the fact that these things are orders of nagnitude |arger
than an average piece of text mail.

The other problemthat we see is the fact that you' ve
al ready heard the testinony regarding the anmount of
admnistrative tinme that it's taking at the receiving end.
Basi cally what we're concerned about is the fact that the

receiving end is bearing the brunt of the cost. Now he

menti oned sonme -- sone revenue sharing or sonething with the
receiver -- I'd like to hear nore in detail about that from
hi s si de.

We've heard of one from M. Rines' organization which
| argely makes you forfeit your nmenmbership list in order to
qualify for that, plus you have to negotiate with themto
figure out what they m ght pay you, so that is the offer
t hey' re extendi ng. It is seen as nore -- as nore snoke
screen than -- than real.

So fromour perspective | don't see that as long as
it remains opt-out as the primary basis that it's really
benefiting the receiver or the consuner.

MR. MEDINE: M. Avraham, do you have sone views
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about opt-out as a way to go to try to address this
pr obl enf

MR. AVRAHAM : | run an operation that actually
provi des gl obal accounts for any consunmer who wants to use it
or who wants to register. They don't need to be specific to
Pani x or ACL or anyone else. It's also not limted to any
specific spammer-1i ke pronotions or AG S or anyone el se.

Qur notion is that technol ogy can only go that far
and as long as we want to have Internet as an open
comuni cations nmedi umyou w |l have conpanies who will use
that to send comrerci al nessages and there are going to be
consuners who will be annoyed with it.

So, we try to conmuni cate between those consuners and
t hat question from Conm ssi oner Varney about trying to
conmuni cate or to try to talk between the spammers and the
consuners who get that, and what we do is we all ow consuners
to register their interest in not receiving any comerci al
solicitations that's on our Web site of www. cd. cd.com And
we al so ask themto forward to us the -- the spamthat they
receive.

And what we do is we go to the spammers and tel
them you know, it's really beneficial for you froma
busi ness perspective to honor the request of those consuners
and renove themfromyour mailing list. | nean, those are

not the ones that you want to receive the E-mail.
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And if you do that, you will not be flanmed, you wll
adhere to sone kind of ethical guidelines and -- and it wll
-- we also hint to them you know, it's going to help you
prevent any regul ati on on your business.

A conpany that -- that adheres to our request is
Cyberpronotions and | will fully state for the record |I have
not found themviolating our request. And any consuner that
asks us not to be spamed by them they have conplied and |
have not found any real violation of that.

Havi ng said that, out of the hundreds of requests
that we have sent to spamers, over 80 percent of them would
not respond at all. | nean, we --

COW SSI ONER VARNEY: How nmany conpani es are you
tal ki ng about, roughly?

MR. AVRAHAM : | know that | have sent our nessage,
our request, to alnost 1,000 spamers and sone of them are
hard to get to, because sone of them open an account, spam
close it, start again. | have a data base of over 2,000 spam
messages and, by the way, answering -- | do have answers to
staff questions before now About 2 percent of solicitations
are political, religious and | have nore detailed figures
sayi ng how many are in essence sex nmessages, conputers,
Internet, all that information is available. | have
submtted it in ny coment and | have a nore updated |i st

wi th nme today.
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COW SSI ONER VARNEY: Woul d you submt the updated
list also for the record?

MR, AVRAHAM : | will be happy to.

COW SSI ONER VARNEY: Thank you.

Ckay, so you've got 2,000, a database of 2,000, can
you break that out for us alittle bit? How many woul d you
put in the Cyberpronotion category -- conpanies, enterprises,
corporate -- that are responsive to your requests and how
many are repeat offender individuals that you' re not getting
the responses fron? Sort of give us the | andscape of what
you' re seei ng.

MR. AVRAHAM : When we're tal ki ng about how many
Cyberpronotions, it's very difficult to know fromthe
name of the conpany exactly how big it is. | can tel
you that | see al nbst no known nane. So, when we --
when we hear fromthe Direct Marketing Association
about their interest to provide ethical guidelines or
fromthe Internet Marketing Association, we need to
understand that has al nbst nothing to do with the current
phenomenon of spam

| nmean, the problemis not with DVA nenbers, the
problemis with all those individuals and small busi nesses.
And | am corresponding wth themand | understand why they
are there and, in a way, | have sone synpathy for them

because they have heard about the great riches on the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



106

Internet in which you finally don't really need to be a
bi g conpany in order to nake noney. And they say, Wll,
let's go and do that and, you know, it's fairly cheap we
have only a few hundred dollars and you can -- you can
reach a vast market. And they do believe they have a
product that they want to sell, and, well, in a way they
are like any direct marketer. They try to reach as nmany
as they can at the cheapest cost and nake sure that they
cover their costs.

So, those individuals, those honme businesses,
t hose people who want to Iive the American entrepreneurship
dream they are the ones who go there, not necessary with
that intention, but with the tools that they have and
they try to reach the market. So, here we have the
problemw th that First Amendnent and wanting to provide
commercial space and -- and allow themto reach their
consuners.

COW SSI ONER VARNEY: \Where do they get the

t ool s?

MR. AVRAHAM : W have heard about the software and
we need to understand usually three steps in -- in getting
t he spam

The first one is to be able to get the E-mail address
of the recipient. And we have fairly cheap software that

will do that. Sonetinmes -- and that is not nentioned here,
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you don't really need the software, you can just buy the
mailing list. Those lists are offered now for as cheap as
$11 for a nmllion addresses, which is really negligible. |
have sone statistics here that averages about $40 doll ars,
which is 1,000 tines cheaper than mailing lists in the real
physi cal worl d.

And we see the cost of both the software and
the mailing lists going down because there's actually no
barrier and no cost associated with duplicating those
lists. So, we don't see that going -- going higher or
bl ocking. And, again, we, you know, in a sense want to
hel p those snmall entrepreneurs get, you know, get the tools
that they can at cost rather than at sone artificial barrier,
and the problemis -- the problemis what is the consequence
for consuners.

MR. MEDINE: On that point, we also have with us
Rosl yn Resnick, who is the president of NetCreations,
an I nternet marketing conpany, and appropriately co-author
of a book called The Internet Business CGuide, R ding the
| nformati on Super Hi ghway to Profit. Can you tell us why it
is maybe that market structure currently on unsolicited
E-mai | makes opt-out not work, if that's the case, or why you
think that there's an opportunity, if you would like to
coment .

M5. RESNI CK: Can you hear ne?
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UNI DENTI FI ED SPEAKER:  Yes.

M5. RESNI CK: Ckay. Thank you, David. As you know
our conpany is NetCreations and we operate a 100 percent
opt-in E-mail service on the Internet, it's called Post
Master Direct Response, and what we do -- | can tell you
first of all we oppose both unsolicited commercial E-nmail as
practiced by the firnms such as Sanford Wallace's -- we al so
oppose the DMA's opt-out principles. W believe that they
just won't work on the Internet.

MR. MEDI NE: Wiy not ?

M5. RESNICK: Well, let ne talk about both of them
As far as opt-out, opt-out, the whole centerpiece of opt-out
is what they call in the postal world a mail preference
service -- run the Internet to try to create an E-maill
preference service. And the reason why mail orders would
use that in the real world is because if sonebody doesn't
want to receive the postal nmail you're going to waste a
dollar or two dollars reaching the person. There's an
econonmi ¢ incentive. On the Internet-- | nean, where you
can get a list of a mllion names for $11 bucks, obviously
there's no economc incentive. So, you know, that's
opt - out .

Unsolicited commercial E-mail, | can tell you
fromour own experience, you know, despite the fine

words we've heard here today by Sanford Wallace and
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other admtted spammers, | can tell you that spammers
bounce their E-mail off our SMI server, you know,

all day long -- you know, every day, every week, al

year long. And basically what they're doing is they're
stealing our service. You know, they're stealing our

bandwi dth, they're forging their nessage headers to

make it look Iike their spamis comng fromus, and our
belief is that these spammers shoul d not be regul at ed,

t hey shoul d be prosecuted, and | think the | aws exist to do
t hat today.

Now as far as what we do. W do not spam people
to get themto our site to opt-in. W have a nunber of
partnership prograns with other sites, we have about
10, 000 other Wb sites pointing traffic our way. And
as a result we get alot of traffic to our site. \Wen
peopl e cone to our site, they're given an opportunity to
click on an icon and go to a sign-up page where we fully
di scl ose what information we're going to send them and
then they can opt-in to any of 3,000 different mailing
lists on topics as diverse as Wb design, gardening, scuba,
what ever the case may be.

So, we allow people to opt-in. After they have
opted-in, they get an automated nessage from our server
t hat says, Hey, you' ve opted-in into this or that list,

i f somebody signed you up in error, if you' ve changed
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your mnd and you want to get off, sinply opt-out now by
pointing this E-mail nmessage to delete via

Post MasterDirect.com And that way they opt-out before
t hey get commercial nessage one.

If they decide to stay on the list, what happens
then is a marketer can cone to our site, because essentially
we act as a nmanager and broker and |ist owner, simlar to
what a list brokerage would do in the real world, a marketer
woul d cone to our site and pick out, say, the Wb design |ist
to mail to.

Wel |, what woul d happen then is the marketer would
send us a copy of the E-mail nessage that it wanted to send
out. We send that E-mail nessage to the people who are on
that list, but at no tine do we ever disclose the nane or
E-mai| address or any other information about the person on
our list.

And, you know, you can say | know that there's a | ot
of people in the marketing comunity who think that our
approach is a little too pure, alittle too rarified,
sonet hing that woul d never catch on in a big way. But
let me tell you that we have over three mllion E-nuil
addresses under managenent in 3,000 different categories.
And we had -- despite -- you know, despite the statistics
presented by Bob Wentzen fromthe DMA, | nean, the truth

is the nost legitimte marketers woul d not even use a service
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i ke ours.

You know, but despite all of the bad publicity
created by spammers, the fact is that Smth-Davis is our
bi ggest client. W' ve had CMP, Eye Chat-- |ots of major
software and high tech conpani es use our service and get
response rates on the order of two to three tines what they
woul d get from postal mail at a cost that's two to three
tinmes | ess expensive.

So, what I'msaying is that opt-in does work and |
hope that before the FTC gives its blessing to spamers, |
hope that it will consider opt-in.

MR MEDINE: | don't think we're bl essing anybody
today, we're hearing -- (laughter).

One question for you this norning was or assertion
was that even opt-in E-mail senders suffer fromthe
reputation of unsolicited E-mail senders, and do you get
conpl ai nts back about your nessages because people think they
are unsolicited?

M5. RESNICK: Well, | -- 1 can tell you that
the other piece of puzzle here, which I didn't nention,
is that once sonmebody opts into our list and stays on
our list, after getting a confirmation nessage, every
pi ece of E-mail that that person receives contains a
header, right at the top, that says this is a Post

Master Direct list, this is not a spam to get off
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the list forward it to Delete @NetCreations.com
You know, that's what we do so that every one of our
message is identified.

Now, having said that, it sonetinmes happens that
soneone signs up for a list of ours today and then three
weeks fromtoday gets an E-nail nessage and forgets
that he signed up for a list. And that person flanes us,
sends us an angry E-mail saying why did you spam ne, bl ah,
bl ah, blah -- and we answer all of those nessages
i ndi vi dual |y.

We point out that this individual really did sign up
for a data base and at such and such a day and such and such
atinme. Sonetinmes we can even |locate the |IP address. And
then usual ly the person apol ogi zes and says, God, |'ve just
been hit by 10 other spans today and | thought you were one
of them

So, what I'msaying is these are marketers |ike
Sm th-Davis who work with us, understand that when they send
out mail to 30,000 people they m ght get a couple of flanes,
but this is the Internet and they are willing to deal wth
it.

COW SSI ONER VARNEY: What happens -- talk a little
bit nore about people who use your server so that the mai
| ooks like it's comng fromyou when it's not.

M5. RESNICK: Well, | can tell you that -- yeah
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peopl e -- other people on the panel have tal ked about this

al ready, but what typically happens is we get mail -- and |
can tell you Sanford -- and naybe this was before you changed
your policy to anti-relay -- but we have gotten mail from

Answer Me. com which | believe is one of your donains. You

know, people have used that domain as well as many ot her

domai ns, |like SaveTrees.com-- they're pretty notorious as
well. \What they do is bounce off our SMI server and they
forge our nessage header to neke it look like their nmail is

comng from us.

So not only does that waste our bandw dth, that's
really the -- the | east of the problem The worst of the
probl em - -

COW SSI ONER VARNEY: Has anybody who's doi ng that
been prosecuted under state or federal |aw?

M5. RESNICK: Not that | know of. | could tell you
that it's very difficult to track these people down. | nean,
we ourselves have E-mail ed these people, called these people,
threatened to sue them and they're just nowhere to be
found. | nean, we would |ove to get our hands on these
people and file a lawsuit, but it is just very difficult to
track them

COW SSI ONER VARNEY: So what's the sol ution?

M5. RESNICK: Well, let ne say this. You know, ny

view is that, you know, even though it's difficult to track
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t hese people down and prosecute them | think it needs to
happen. And | think that the day the first spamrer goes to
jail, the rest of themare going to run for cover. And we're
not going to have this problem

I mean, | think that if Sanford Wllace and
other spammers are willing to act in a legitinmte way,
like I know that Sanford just recently started an opt-in
E-mai |l service that apparently has, what, 38,000 people
on it?

MR, WALLACE: Yes.

MS. RESN CK: | think that's a very, very good step
in the right direction. And | don't think that unsolicited
E-mail is necessary to foster commerce on the Internet.
think that there are other options and that the bad guys
shoul d be prosecuted and the good guys shoul d adhere to a set
of principles and create a win-win situation for marketers
and consuners alike.

COW SSI ONER VARNEY: Let ne just ask Sanford a
followmup. You're not doing -- what is the practice called?
Rel ay?

M5. RESNICK: It's called rel ay.

COW SSI ONER VARNEY: Do you -- you don't do rel ay
fromyour opt?

MR. WALLACE: No, we don't it fromour office and we

just -- really it's a strict policy that we adopted | ast week
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(laughter) to -- to address that issue.

COW SSI ONER VARNEY:  Good!

MR. WALLACE: | would like to make two comments, if |
could. First of all, not to keep bringing up AOL, but they
have i nplenmented an anti-relay code in Send Mail, which --
which elimnates the ability for people to relay E-mail off
of their servers. So there is technology available also to
stop people fromhaving the ability to do that exact
practice. That's -- that's one of two comments.

COW SSI ONER VARNEY: Can Jill comment on this? |Is
that right, Jill?

M5. LESSER: Yes, actually it is right, but one of
the things | want to conment on is, just in terns of the way
the Internet works and the way that we've developed in terns
of open standards, the SMIP Mail Protocol was devel oped as an
open protocol, and one of the reasons why the relay function
or systens are open is because when the Internet started it
was t hought that, you know, it -- that was a productive way
of trafficking E-mail. So if your server couldn't handle
particular E-mails, it should be able to be gone, you know,

t hr ough ot her servi ces.

And | think, you know, when you -- when AOL has to
harden -- it's called hardening its system or other services
have to harden their systens so that their service cannot be

used for relaying, it is sort of a fundanental change in the
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Internet. Because where you say, Okay, fraudul ent behavi or

IS now governing the way the system built on open standards,

i s wor ki ng.
So, | nmean, | think that it's inportant to note that
we -- we have in fact tried to prevent relay from ACL so that

our custonmers, because what woul d happen when you relay off

of ACL is our custoners think that we are spammng. So, from
a relationship fromour custoners point of view that was
absolutely a practice we had to prohibit as quickly as
possi bl e.

COMWM SSI ONER VARNEY: David, | think that this is
really, really an inportant point. Jill, let me say it back
to you and see if |I've got it right.

Wien | send E-nmail and | type in ny little address
and | hit ny send button ny E-mail goes out and | try to
bounce this around the Internet systemuntil it finds a free
server and then it goes to wherever I'msending it.

M5. LESSER: Well, when you send it, it's going to go
t hrough your | SP as SMIP server --

COW SSI ONER VARNEY:  Ckay.

M5. LESSER. -- unless you redirect it.

COW SSI ONER VARNEY:  Ckay.

M5. LESSER. So, if | have an ISP account and | just
send mail --

COW SSI ONER VARNEY:  Un- huh.
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M5. LESSER: -- it's not going to -- it's not going
to bounce around.

COW SSI ONER VARNEY:  Ckay.

M5. LESSER: But it -- it can be bounced around.

COW SSI ONER VARNEY: (kay. So the ideas is that as
packets of data nove through the Internet they find the
appropriate server and if that server is full or engaged it
goes to the next server and goes on. And the whol e concept
of Internet was that all these servers have to be able to
talk to each other and everything has to nove freely w thout
restriction.

Now what you're saying is that in order to prevent
t he fraudul ent use of sonebody's server, you're doing
sonet hing cal |l ed "hardeni ng your system™ which is in sonme
way kind of putting a choke on the system

M5. LESSER  Um hmm

MR. WALLACE: The bottomline is that nost people
agree that the open nature of SMIP is a security hole nore
than an infrastructure of the Internet. Everything can
function just perfectly fine without the ability for people
to hijack a third party SMIP gateway, and it can be
configured in a way so that the people who do want to | eave
that port open can selectively -- they can sel ect who can
relay through that port. So, there really is no threat to

t he backbone of the Internet by closing up an inherent
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security hole.

COW SSI ONER VARNEY: Does sonebody want to comnment
on that?

M5. NASS: The problemw th shutting off relaying is
not just that it prevents fraudul ent use of your port, but it
al so prevents legitimte use of your port. For exanple, we
-- in talking to adm nistrators of other spamsites said
Way don't you turn off relaying? And they said we host
virtual domains, we can't do that.

Basically, the way rel aying works for send mail,

which I think is the nost popular E-mail for ease of use, et

cetera, is that it relays by default and the -- the manager
of -- of the send mail codes has posted to his Wb site a two
line fix -- | think it's a two or three line fix -- to set up

rel aying, but the problemis that only works for really
si npl e systens.

If you' re doing anything conplicated, you need to
know the internals of send mail in order to not, you know,
bounce your custonmers' mail who have virtual domains. For
exanpl e, one of the things about the Internet is that anybody
can register nmy conpany .comand even if they' re a one-man
operation or a one-wonman operation or whatever, they can have
a presence on the Net that nakes them as nuch of a player as
anybody el se.

MR. MEDINE: |Is that what you neant by virtual
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domai n?

M5. NASS: Yeah. \Where they -- they don't actually
have their own server but they have their own domain to
appear |like it does.

MR. EVERETT: For small [SPs, going into -- delving
into the guts of their mail systens can be very dangerous and
can violate service contracts that they have with their
har dware and software vendors, so | tal ked to a nunber of
small 1SPs for whom di sabling relaying not only in case of
virtual domains but sinply in the cost to their system
adm ni stration makes it an unworkabl e situation.

MR. CATLETT: Could | add that one of the causes of
the maj or outages that we've seen, you know, has been
attenpts to thwart spamand to put into place provisions such
as these.

MR MEDINE: | would like to return to the question
of opt-out, because of the questions and | would |like to pose
it to Bob Wentzen, what about opt-in?

MR. WENTZEN: Well, | think that opt-in provides a
very, very limted opportunity for the market to go out and
prospect. It does not deal with the issue that direct
mar ket ers are al ways concerned about, which is how do | nake
new concepts, new products avail able to people. And
historically it has been found to be ineffective in dealing

wi th the kinds of nunbers that are really necessary to nmake
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nost busi nesses vi abl e.

On the other hand, opt-out does provide for people to
express a desire not to receive marketing information and it
has, in fact, worked in other areas. The key thing to keep
inmndis it doesn't have to be an absol ute kind of event.
|"m perfectly confortable with having a worl dw de opt-out
system which we're in the process of devel oping, and | want
to update the Comm ssion on that, but that doesn't nean that
there can't be selective opt-in systens that are commerci al
enterprises -- Roslyn and others -- can, in fact, | think
operate quite effectively wth targeting opportunities for

peopl e that are opt-in.

But | believe that -- that what we're hearing from
the public is that many people sinply want to say, | don't
want to participate in this process. There are -- nuch of

the di scussion today clearly is anong a very, very snal

community. It's a small community nmade up of people who are
very actively involved in -- in using the Internet in a |ot
of different ways. |In many cases the general public sinply

want to say, Don't count me in. And | think we should give
them t hat opportunity.

I'"m pleased to report that we're in the final stages
of inplenenting a worldw de opt-out systemthat wll give
consuners the ability to say, | sinply don't want to

partici pate. Wil e we recogni ze that there will be sone
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chal l enges to that, we think that we can make it work. It

wi |l have the feature of saying to consuners that if they get
on the -- on the Internet and give us the information, we'll
go back to themand confirmso that we know that they are, in
fact, so that we know that they are, in fact, being
identified correctly.

We' Il have a national systemthat will be in
operation within six nonths, and we're confident that we'l|
able be able to expand that globally within a year. W've
al ready, basically, talked to 27 countries -- direct
mar keters in 27 countries who have signed on with the
concept, and I'mconfortable with -- we're going to have a
way for reducing very significantly the anount of unsolicited
E-mail .

Now, that won't elimnate it, | know that, and we've
never made that claim But | think we can get the agreenent
of a lot of the people sitting around this table, |'ve
al ready had prelimnary discussions with a nunber of them who
have said, Fine, if you have an opt-out register, we'll
participate. And that will, | believe, very significantly
reduce the anmount of -- the extent of this problem

MR. SAFDAR: Can | address that, please? | hope
that, you know, with due respect to the DVA and these others
and hoping this will result in some good. W all appreciate

the irony of being at this Privacy Wrkshop for four days and
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heari ng about a gl obal data base (laughter) of E-mai
addresses, which is, so far as | appraise, not going to have
any official Governnment oversight, especially since it's

going to be international in nature, and | think we have to

look a little harder for other solutions. | think that's
part of it, but I"'mnot -- I"mnot convinced that that is the
end all, be all of what's going to get us there. |'m not

sure that the solution isn't worse than the problemin sone
cases.

MR. WENTZEN: Can | comment on that? | nean, it's
one thing to say that there's -- there's not going to be a
gl obal data base. The fact of the matter is it wll be
conprised of people who have voluntarily participated, nunber
one, and nunber two, when we give them full infornmation about
exactly what wll beconme of the system

So, | nmean, it is not a de facto assunption that |
think we can accept that there's sonmething wong with that.
Nor do we want you to believe that it is the ultimate
solution. W think it's part of the solution. W think that
a lot of the things that have been di scussed here today need
to go forward. We're going forward with one part. | would
not suggest that others proceeding should stop and -- and
just hang on this one solution, but |I think it is part of
what will be a worl dw de sol ution.

MR. MEDINE: Deirdre Miulligan -- you want to speak,
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Ms. Mulligan?

MS. MULLI GAN:  Yeah. | think we've clearly found
that there are outliers and | think we've also found that
there are things to be done about that. And that clearly
the market is having a tough tinme responding. W' ve heard
fromlSPs, fromDWVA, and fromthe consuner side that there
are real costs here that can be identified and that the
mar ket feels as though it is engaged in a technol ogi cal
race.

| think there is clearly sonme roomfor government
here, if anywhere. And, that said, | think there is sone
easy answer and then there are a nunber of answers | want to
say | think we should proceed with very, very cautious snal
steps. | think the easy answers are the fraud, the accuracy
of the information, acknowl edging that there is a right in
this country to speak anonynously, at least in the political
context, and that we should be sure that any solution remains
-- keeps that kind of core privacy val ue.

I think the harder questions -- | would -- | would
like to start with just saying that thisis alittle
anecdote. People talk about spamand think all the world's
tal ki ng about the same thing, and | think possibly we may not
al |l be.

I wal ked into an office of a staffer on the Hll the

ot her day who | ed a discussion by saying, | canme to the
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office this norning and I had 500 E-mail nessages that said,

"stop abortion now," and | need to stop that. And | said

well you're not talking to the right person. | said that may
be spamto you. | said, you're in a political office,
there's a vote on the partial birth abortion bill tonorrow,
you're -- | said, this is political speech. | said, You may

not ban this.

I don't care what else you want to do, that was spam
to him And | want to caution that what we think is bad
speech here -- be it comrercial speech or advertising, may
not be what they think in Europe, may not be what they think
if this bill gets to the floor of the House or the Senate.
And then | think |abeling or starting with a presunption that
when there is a problem be it a market problem or another
probl em that where we start just banning speech is a bad
i dea.

Simlarly, labeling -- you know, | think that there
are some serious questions whether or not we can force
mandat ory | abel s on speech. | think that also raises sone
very, very scary, scary questions of where we're going,
especially if you want to | ook at where we are right nowwth
regard to the Communi cations Decency Act, and | think where
that leads nme to is that mapping old solutions onto a new
medi umis probl ematic.

I think we run the risk -- we are arguing in the CDA
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that the Web is nore |ike print than broadcast. Well, | wll
argue that E-mail is not fax, it is not phone, and it is not
our post office. It is really unique and | think that while
| agree that opt-out is problematic, | think that requiring
the creation of alist in order not to receive mail is

probl emati c.

I do not believe that when we have Aristotle taking
voting registration lists and setting up nail boxes for every
resident in the State of California, we don't get a receipt
-- we're receiving their governnent and commercial mail that
t hey choose.

But opt-in mght raise sonme series questions too.

Do | have to put ny nane on a list if | want to get speech?
|'"'mnot so sure that's a good idea. | think that what this
does tell us is that we need to give the people who are
operating in this nmediuma chance to think about how to
structure a systemthat actually fits with E-mail. And |
thi nk that sonme of the ways to go, you know, should

be pointed out. There are ways with filtering, with how we
do that nore effectively.

I think there are also sone interesting ideas about
how do we create a decentralized global solution that allows
people to control mail comng in and out, recognizing that |
may not want to receive mail from NetCreations and | may want

to receive mail from Cyberpronotions, but not right now
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(laughter).

So, you know, | think that the closer we can get the
control back to the level of the individual probably the
better off we are, especially because of the global nature of
this medium | think what | would propose is that there
aren't any easy answers, and | would urge both the Conm ssion
and people who are looking at this in Congress to take those
easy steps.

I would encourage that we try to set up a process --
| would prefer that it was an Internet-focused process that
had representatives fromthe technical community, because |
think we saw yesterday that they have a lot to show us.
Representatives fromthe public interest community, | think
you will often find that privacy and fraud sit on opposite
si des.

I would sit with National Consuners League and
sonetinmes |'mconcerned about anonymty. They really don't
care about anonymty and we need to be in the sanme room so
that we have kind of a full picture of how we deal with
consuner issues and civil liberties.

And the marketing community -- | think you guys have
alot to lose, as Bob Wentzen pointed out. You need to find
a solution that works on this nediumand | think it's going
to require us all to take steps forward in our thinking.

COW SSI ONER VARNEY:  Well, you're fromthe Center
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for Denocracy and Technol ogy, are you willing to commt your
organi zation to following this up and maybe worki ng wi th Bob
and Walt and our friends fromthe Internet Marketing Counci
as well as the individual groups here? | nean, can we and
will you all do that? | nmean, can we expect that there can
be a di al ogue and naybe you can cone back to us in six nonths
and tell us kind of what you figured out? Are there other
possibilities?

M5. MILLI GAN: W have been brainstorm ng, we have
been tal king with other people and I think we really are
interested in sitting down with everybody and figuring out
t he possible solutions. | don't know that we're going to
come up with any solution. | think that one of the things
we've |learned fromthe Internet is sonetines --

COW SSI ONER VARNEY: Ml tiple conpetitive solutions.

M5. MULLIGAN. Are the best way to go, but yet --

COW SSI ONER VARNEY: How about ot her people at the
table? | nean, would you-- would you all do that? |Is that
sonething that interests you?

MR. WALLACE: Absolutely.

COW SSI ONER VARNEY:  And coul d you nake a conm t nent
t hat you could cone back to us and tell us kind of where you
are and what you found? | nean, | want to enphasi ze
sonething, | don't think -- although |I really |ike what the
Internet E-Mail Marketing Council is proposing, | don't think
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it's the only solution. As in privacy we've got P-3, we've
got Truste, | think there can be a multitude of solutions.
And | don't know that this issue, the E-nmail issue, is as
susceptible to multiple solutions, but | think you all ought
to tell us. W probably shouldn't tell you.

MR. AVRAHAM : | think the question is really how do
you force a solution on the wide market. Wth all due
respect to the global |ists, how can you reduce the problem
of spamif none of the conpanies who are going to use this
list is now spamm ng? And what about all those conpanies
that the industry cannot force, you know, cannot force to use
that list? How would they --

COW SSI ONER VARNEY: But you know what | think the
people at this table need to sit down and talk to each other
and tell us how we can do that. | don't think anybody at
this table knows the answer to that.

MR RINES: Well, that's one of the key issues in
self-regulation and it's one of the reasons why participation
in an industry group is so inportant. | know that | EMMC, for
exanple, really sort of mandates inclusion in our global
filtration system because the only Internet backbone provider
that allows commercial E-mail is AGS, and AGS only all ows
it wwth the mandate that you are a nenber if | EMMC and
therefore your mail has to be relayed through a filtration

syst em
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M5. NASS: Conmmercial, unsolicited?

MR. RINES: Right, unsolicited, right. And while we
agree that opt-in does have a place in the marketing
spectrum we woul d al so argue that so does opt-out given the
right control and the right respect to the recipient.

MR MEDINE: | want to second Conm ssioner Varney's
request for you all to work together and if we could
facilitate that process along the way we'd be happy to do
that. There's, of course, another process going on down the
street wth a nunber of proposals pending on this very
subj ect and David Sorkin, who teachers courses in cyberspace
law, information |law, and policy and consuner protection at
t he John Marshal Law School, has agreed to give us an
overvi ew of what sonme of the ideas are on the H Il to address
t hese concerns.

MR. SORKIN: Thanks, David. | want to tal k about
some pending | egislation both at the state |evel and the
federal level. 1'mnot aware right now of any | egislative
proposals in any other countries, although |I think that's
certainly sonmething that could happen, is likely to happen if
we see sone | egislation passed here, and sonething that we
really need to be thinking about as we tal k about drafting
potential sol utions.

There are three bills currently pending in Congress,

two in the Senate and one in the House. There are al so
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rel evant bills pending in about half a dozen states. |'m
going to go through themtopically rather than by
jurisdiction.

There's currently one federal and three state bills

pendi ng that woul d nmake sonme -- nost or all unsolicited
commercial E-mail illegal. Representative Smth's bill,
House Bill 1748, at the federal level, there are simlar

bills in Connecticut, Nevada and Rhode Island. There is also
one in Col orado, although all the provisions relating to
E-mail were deleted fromit before it was passed. | think at
| east two of the bills on the state | evel have passed one
chanber of the state |egislature.

There are a couple of bills pending that would, as |
view it, destigmatize unsolicited comrercial E-mail. | think
these -- to editorialize quickly -- I think these are the
bi ggest danger of all because these could dramatically
i ncrease the volunme of unsolicited E-mail. Instead of
getting one or 10 or 100 or 1,000 pieces every day, we could
be tal king about mllions or billions or trillions of pieces
of mail.

Those bills are Senator Miurkowski's bill inits

present state, which is Senate Bill 771, which is basically a

tagging or labeling bill. It would require unsolicited
commercial E-mail nessages to be | abel ed "advertisenent."” So
they would still be transmtted over the Internet, they would

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



131

be received by the end ISP. |SPs would have sone burdens in
the bill to block themout at that point if the recipient
requested it; otherw se, the recipient would have the option
of deleting it or actually reading it, which fewer and fewer
woul d do.

There are a couple of bills pending in both houses of
the legislature in New York State that would also require
| abeling. The Direct Marketing Association's proposal in
sone ways relates, | think, tothis in that it also would

destigmati ze unsolicited commercial E-mail.

There's a product out on the market -- | don't know
if many of you have purchased it -- | personally don't buy
spam very often, but it's a product called SpamLight. It

has fewer calories and |less fat than Spam and | take it the
maj or advantage of it is that you can eat a lot nore of it
(laughter). And this isn't advertising for Spam Light --
it's the DVA guidelines.

So that proposal -- and on the legislative side I'm
t al ki ng about Senator Murkowski's bill in its present state
and the New York bills -- as | viewit, it would destigmatize
unsolicited commercial E-mail. On their face those bills

woul d hel p consuners by helping themfilter it out, but I
think they woul d al so cause maj or probl ens.
By the way, pretty nuch all of the bills would

requi re conpani es to honor individual opt-out requests.
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don't think there is any controversy about that at all. In
fact, it may well be that under existing harassnent laws in
many jurisdictions that's already in place, that if you ask
not to receive further contacts from sonebody they can't
contact you anynore. | think that's pretty neani ngl ess on
the Internet whe